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1 CBEAEHWUA O NPOLLECCE PA3PABOTKU U
NOALEPKM

1.1 AAHHbIE O NEPCOHANE, 3AAEACTBOBAHHOM B
NMPOLULECCE PASPABOTKH

[na paspabotku u noggepku MO, paspabaTbiBaemMoro B KomnaHum Pekdaiicuc, NOMMMO agMUHUCTPATUBHOIO
nepcoHana 3a4eiCcTBOBaHbI C/ieaytoLne CrneumanmncTbl:

1. CuctemHsbIt apxutekTop (Architect) — 1 yen. (Bbicluee obpa3oBaHue);

2. AHanuTukm (Team Lead + Business) — 3 uen. (Bbiclee ob6pa3oBaHue);

3. Otpen paspabotku MO (Software developers) — 4 yen. (Bbicwee o6pasoBaHue);

4. UnxkeHep cny»6bl 6e3onacHocTu (Security engineer) — 1 yen. (Bbicliee obpa3oBaHue);
5. Otgen TectpoBaHus (QA) — 3 yen. (Bbicliee obpasoBaHue);

6. OTaen conpoBoxaeHua — 3 yen. (Bbicwee obpasoBaHue).

CpeaHui CcTaxk COTPYAHWMKOB, 3aHATbIX B pa3paboTKe, oT/iagKe, TecTUpoBaHun MO M TEXHUYECKON NoadeprKKe
cocTtasnset >10 ner.

1.2 OAHHbBIE Ob AAPECE, MO KOTOPOMY OCYLLECTB/AETCA
NMPOLLECC PASPABOTKU NPONPAMMHOIO OBECMNMEYEHUA

Paspa6oTKa npoussogutca no agpecy: 119334, Mockea, 5-11 lJoHcKol np-4, 216, cTp. 10.

1.3 HEOBXOAUMbIE CBEAEHUA O NPOLLECCE
COMPOBOXAEHUA NO

TexHuUyecKan M KOHCYNbTaLMOHHAA NoaaepKKa ocywecteaserca B popmarte online no cnepyrowmm KaHanam
KOMMYHUKauum:

DNeKTpoHHasA noyTa no npoaykrty ld-Welcome: Id-Welcome@recfaces.ru

3anBKa TaKKe MOXeT B6biTb OoTnpasneHa u3 uHTepodelica |d-Welcome Ha)aTMem Ha KHOMKY C M306paskeHnem
KOHBEpTA.

Me A ps o~ .
IONCK B MEHHKD

RU - O 8B [
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PexXum paboTbl TEXHUYECKOW NOAAEPKKU: C MOHeAe/IbHMKa NOo NATHULY ¢ 9 80 18 no MOCKOBCKOMY BpeMeHM.
3a UCKNKoYEeHNEM 06LLLEerocy4apCTBEHHbIX BbIXOAHbIX M NPa3AHUYHbIX AHEN.

TexHuuyecKan NoAaepiKKa MO YMOSYAHMIO OKa3bIBAETCA HA PYCCKOM A3bIKe.
B npouecce conpoBOXKAEHNA 3a4,eCTBOBaHbI CMELManmncTbl OTAeNa CONPOBOXKAEHMSA B NOHOM obbeme (3 ven.).

B 3aBMCMMOCTM OT C/IOKHOCTM 3amnpoca M HeobxoAMmoN KBanAUdUKaAUMKM, AONONHUTENbHO MOryT ObiTb
334eMCTBOBaHbI CNEUMANNCTbl APYrMX NOAPA3AeNeHNA.

1.4 OAHHbBIE Ob AAPECE, MO KOTOPOMY OCYLUECTBNAETCA
NOAAEPXKKA NPOrPAMMHOIO OBECMNMEYEHUA

ConpoBoKAeHWe OCYLLeCTBAAETCA CNeuuannuctamum, pacnonararowmmmuca no agpecy: 119334, Mocksa, 5-# [JoHcKoi
np-4, 216, ctp. 10

Id-Welcome@recfaces.ru — TexHu4yeckan noaaepKKa no npoayKry 4
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2 CBEAEHUA O UUKNE PASPABOTKU NO, NPUHATOM B
KOMMNAHWUU PEK®INCUC

Ha 6ase cylLecTBYOLWMX B MUPE NPaAKTUK MO LMKy Be3onacHoi paspaboTku, B KomnaHum chopmupoBancsa cBow
noaxos, OXBaTblBAKOLWMIA KAloueBble MOTPEeBHOCTM M MO3BOAAKWMI CHOPMMPOBATE MAKCMMANBHO KavyecTBEHHOe U
6e3onacHoe pelleHue.

Requirements

Publication

Id-Welcome@recfaces.ru — TexHuyeckas nogaepKa no npoaykrty 5
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Security Development Lifecycle in RecFaces
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2.1 OBYYEHME (TRAINING)

J3Tan obyyeHus ABNAETCA HEOTbeMAEeMbIM 3/1eMeHToM SDL B KOMMNaHUM U HauefeH Ha noBsblweHue obuiero

YPOBHA 3HaHUN U KOMI'IeTEHLI,MI;i COTPYAHUKOB.
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2.1.1 NOAroTOBKA GUIDE LINE

[na npepotepalieHna GOpMUPOBAHUA CKPbITbIX OWMBOK M BO3MOXKHbLIX Npobaem Mo MHPOPMaLMOHHOM
6€30MacHOCTM NO BCEM BO3MOXHbIM HamnpasaeHnam copmMmMpoBaHbl TPeBGOBaHUA U pEKOMEHAALMN.

[na aHannTUKOB:

e TpeboBaHWA K NOCTAHOBKeE 334au B Jira;
e TpeboBaHua K opopmneHuto ctatenn B Confluence;
e peKoMeHAauuu No TermpoBaHUIo 3ada4 npusHakom H#SEC.

[na MHXeHepoB 1 cneunannctos CJ'Iy)'K6bI noaaepXKu:

e TpeboBaHUA K GOPMUPOBAHUIO NAPONEN;
e  pekomeHZauMM No MHGOPMaLMOHHON BE30MaCHOCTM NPU KOHCYbTalMM 3aKa3uMKOoB;
®  CMUCOK BOMPOCOB 1 OTBETOB.

[na apxXMTEKTOpOB 1 cneuuanncToB MHGOPMaLMOHHOM 6e3onacHoCTH:

® [paBuW/ia KOHTPOA TpeboBaHW;
e  MpaBuaa NPoBepPOK No MHPOPMaLMOHHOWM 6e30NacHOCTH.

[nAa TecTMPOBLUNKOB:

e TpeboBaHMA K MHPOPMALMOHHOM 6E30MaCHOCTU NPK NPOBEPKE 334aY;
e TpeboBaHWA K NOArOTOBKE YeK-UCTOB (C ydeTom UB);
e  TpebOBaHUA K NOATOTOBKE TECT-KelcoB (c yueTom MB).

2.1.2 PErYNAPHOE OBYYEHUE COTPYAHUKOB

[na Bcex TeXHWYECKUX CNeLuanncTtoB Mbl MPOBOAUM PErynspHble OBYyYEeHUA U BHYTPEHHUE MUTUHIU MO
BOnpocam MHbopmaLMoHHON Be3onacHOCTy.

B COOTBETCTBMM CO BHYTPEHHWM PErNaMeHTOM KOMMaHWM YCTaHOB/NIEHbI C/eAytolue MpaBuaa nposeseHus
obyyeHus:

1. OauH pa3 B roa BCe COTPYAHWKM npoxodaT obydeHue npuBAEYEHHbIM COTPYAHMKOM WHPOPMALMOHHOM
6e3onacHocTu;

2. OpawuH pas B 3 mecaua pykosoautenb rpynnbl (Teamlead) NpoBOAUT MHCTPYKTaXK Y1€HOB KOMaHAbl MO NpasBuaam
pa3paboTky;

3. OamH pas B mecsAL, NPOBOAATCA BHYTPEHHNE MUTUHIU C 0bCy»KaeHnem sonpocos Ub.

2.1.3 ®OPMWPOBAHMUE BEST PRACTICE ANA NPOAYKTA

Bce YneHbl KOMaHAbl U UHKeHep cayKbbl MHGOPMALMOHHOM 6€30NacHOCTM NOBbLILWAKT CBOM YPOBEHb 3HAHWUIN U
Ha 6a3e 3Toro GopmupytoT Habop AONONHUTENBHBIX NPABWJ, KOTOPbIE NO3BONAIOT HUBEMPOBATL BO3MOXKHbIE NPobaeMbI
MHGOPMALMOHHOM 6e30NacHOCTM Npu pa3paboTKe M 3KCNayaTaumMm NPoayKTOB.

Bce BHOBb BbIpaboTaHHble NPAKTUKM JO0BOAATCA [0 CBEAEHUI BCeX Y1eHOB KOMaHZbl U B C/lydyae HeobxoanmocTu
MCNO/Ib3YHOTCA B Mpouecce pa3paboTKu.

Id-Welcome@recfaces.ru — TexHu4yeckan noaaepKKa no npoayKry 7
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2.14 YYACTUE B KOH®EPEHLUUAX U BEBUHAPAX

Ha perynapHoi OCHOBE HaliM CheuuanucTbl nocewarT BebuMHapbl M KOHPepeHUuMn Mo MHPOPMaLMOHHOWM
6e30nacHOCTU 1 3awwmTe MHGopMaLumn (O4HO M OHAANH).

Llenb yyactna coTpyaHMKOB B BebUHapax M KOHPepeHUMAX — MOBbILEHWE KOMMNETEHUMM B pamKax U3ydyeHus
TeHAeHUMI nHGOPMaLMOHHON 6e30MacHOCTH.

KomnaHuA 3anHTepecoBaHa B NOBbIWEHUMN 3¢¢GKTVIBHOCTVI 1 6e30nacHOCTN UCMNOAb30BaHMUA VIHCbOpMaLI,VIOHHbIX
N KOMMYHUKaUNOHHbIX TEXHONOrMM

2.2 ®OPMWPOBAHUE TPEEOBAHUN (REQUIREMENTS)

[na nosblleHMA KayecTBa NPOAYyKTa KOMMaHWA HenpepbiBHO pa3BuMBaeT (YHKUMOHA/bHble BO3MOXHOCTH,
pelleHuns, yayyLwaeT 1 ynpoLuaeT nosib3oBaTeNbCkUin nHTepdenc, paclumpaeT CIMCOK MHTErPUPOBaAHHBIX CUCTEM, @ TaKXKe
YCTpPaHAET NPOrpaMMHbIE U apXUTEKTYPHbIE NPobembl. UICTOUHMKaMM HOBbIX U3MEHEHUIM NPOAYKTa BbICTYMNAOT:

L Business — npn aHanuse I'IOTpe6HOCTeVI PbIHKa, HOTpe6HOCTeVI 3aKa3uMKOB U HOBbIX TEXHOMAOTUM 3anpochbl
dopmupyeTca road map No pasBUTUIO NPOAYKTOB;

L QA —s8 npouecce TeCtTMpoBaHuA d)OpMVIpy}OTCFI KaK CMUCOK 0UJVI6OK, TaK U CNMUCOK HOBbIX AOpa60TOK;

e  Support — co CTOpPOHbI CNYK6bl NOAAEPKKN NPUXOAAT 3aMPOChl HA YCTPaHeHMe Npobaem U AobaBAeHME HOBbIX
GyHKLMIA;

e Security engineer — WHXeHep No WHPOPMaUMOHHOM 6e30MmacHOCTU aHanusupyeT paboTy NpoayKToB B
KOMMNaHWW, a TaK}Ke, Ha TEPPUTOPUN 3aKasumKa, dopmupyeT TpeboBaHUS MO MOAEPHM3ALMM NPOAYKTA C LE/bio
npeaporepawieHnAa NOTeHUMANbHbIX npo6neM;

e Refactoring — paspabotumku B npouecce pas3paboTKM MOryT /IOKanM3oBaTb MNpPob/ieMHble y4yacTKM Koaa M
¢OpMVIpOBaTb 3a4a4um nNo ero ontTMMmunsaumun.

YuyeT 3anpocoB ocyllecTBaAeTcA B meHeaxkepe 3agady Atlassian Jira, uto nossondet opraHusosaTb pabouuii
npouecc c yuetom Tpebosanmit SDL.

[na yyeta 3ajay, KOTopble MOTyT 3aTparmeaTb MHOOPMALMOHHYIO 6e30MacHOCTb Mcnonb3yeTca meTka #SEC.
[aHHan meTKa MoXeT 6bITb YCTaHOBAEHa:

o UHxkeHepom cnyx6bl 6e3onacHOCTM — B C/iyyae peleHusa npobnembl UB;

o  ApXMTEKTOpOM — eC/n n3meHeHusa 3atparusatoT UB;

e AHa/MTMKOM — MpPW NOAO3PEHUM, YTO pelleHne 3ada4m KocHeTtca UB;

e ABTOMATMYECKMM CKaHEPOM TEKCTA 3aZa4n — MNPW 0OHAPYKEHMM B TEKCTE 33434 KAOYEBbIX C/10B, OTHOCALLMUXCS
K UB.

Hannune meTkm HSEC cUrHanusmpyeT BCeM Y4YacTHMKaM, 4YTO B XOZe MPOEKTUPOBAHWA, paspaboTku w
TeCTMpOBaHMA He06X0AMMO 06PaTUTL NOBbILEHHOE BHUMaHUe Ha Ub.

2.3 NMPOEKTUPOBAHMUE (DESIGN)

MpoekTupoBaHue sABnAeTcA 06sA3aTeNbHbIM 3Tanom paboT B KM3HEHHOM UWKAe pa3paboTku, M Yepe3 Hero
NpoxoaaT Bce A0paboTkM M ucnpasieHve oWKM60K. Ho, B 3aBUCMMOCTM OT TMNa 33a4ayuu, B NPOEKTUPOBAHWUM MOTYT
y4acTBOBaTb Pa3Hble COTPYAHMUKM.

Id-Welcome@recfaces.ru — TexHu4yeckan noaaepKKa no npoayKry 8
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2.3.1 DOPABOTKU

Requirements Design

New feature i
#SEC
Writing feature Task architecture If it concerns
—> reqtullgemetwts T dEslgtnCt ste(un'ty?

2.3.2 OLUNUBKU

Requirements Design

BUG
#SEC
BUG > If ist;:(l:u-lrr\;;;ns Tasl;:?gh:ical

Teamlead Security engineer

If it concerns.
security?

Task technical
design

—_— If #SEC? E—

Set
recommendation

Teamlead Security engineer

If it concemns
security?

—_— If #SEC?

S

Set
recommendation

e Architect — no cdopmynmpoBaHHbIM BU3HeC-TPeBOBaHUAM NMPOEKTUPYET apPXMTEKTYPY A0PabOTKM, NpuKpennsas
K 33afaye CBA3M Ha HeobxoAWMble pernameHTbl M TpeboBaHusA. B cnyyae, ecnu 3afaya MOXKeET 3aTPOHYTb
MHPopMmaLMOHHYLo 6e3onacHoCTb, CTaBUT 3agade MeTKy #SEC.

e Teamlead — NpouM3BOAMT TEXHMYECKOE NPOEKTMPOBaHWE peanusaumu 3agayun. B cnydae, ecnu peanusauus
3a/ia4M 3aTparMBaeT KOMMNOHEHTbI MHPOPMaLMOHHON 6e30NacHOCTH, yCTaHaBAMBAET 3a4a4e meTky #SEC.
e Security engineer — no Bcem 3agayam C MmeTKol #SEC BblgaeT peKomeHZauuMu no MHOGOPMALMOHHOM

6e3onacHocCTy.

Id-Welcome@recfaces.ru — TexHu4yeckasa noaaeprKka no npoayKty
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2.4 PA3PABOTKA (IMPLEMENTATION)

24.1 PEANTU3ALINA 3AAAHU

Peanunsauma 3agayuu c y4eTom TPEHUHIOB U KOHCYﬂbTaLl,MVI CO CTOpOHbI UB.

24.2 CODEREVIEW

Bce 3aauu, pelueHHble NPOrpamMmMUCTOM, MPOXOAAT 06s3aTeNIbHYH0 NMPOBEPKY KOAa, YTO MO3BOJISET paspaboTaTb
apdeKTMBHOE M KayecTBeHHoe pelweHue. MNpu NpoBepKe Koaa MCMO/b3yeTcs KOMBWHMPOBAHHbLIM NoAXoAd, T.e. Kog
NpOBepsAETCA Kak PyKoBoAWUTENIeM KOMaHAbl, TaK M TEXHUYECKOW KOMaHAO0M.

PykoBogmTens rpynnbl pa3paboTkM NPOBEPUT BaxkHble GpparmeHTbl Koga M 3a4ayu, nomedeHHbole Terom #SEC.
[aHHbI noaxom, No3BOAAET NPOBOANTL KPUTUUHYIO MPOBEPKY BaXKHbIX pparmMeHTOB M He co3aaeT 3GdeKT 3amblAnBaHUnA
npu perynspHoi nposepke.

MpoBepKa Koga Konneramu co3gaetT KOMMAEKCHbIN 3ddeKT, no3Bonaa nogHMmaTb O6LWMI YypOBEHb KOMaHAbI
pa3paboTyMKoB, T. K. NponcxoaunT GoHOBaA Nepesayda 3HaHUI OT OAHOTO YNeHa KOMaHAbl Apyromy.

243 CKAHUPOBAHUE KOAJA

Becb NpPorpaMmHbIit Koa, pa3paboTaHHbI NPOrpaMmMmncTamm, NPoOXoamuT 06a3aTenbHY0 NPOBEPKY NPW NMOMOLLM
CTaTMYeCKOro aHanMsaTopa Koaa.

AHanunsaTop KoZa ANArHOCTUPYET pas/inyHble Npobaembl U AEANUT UX HA TUMbI.
Type:

e Bug — ycTpaHeHue;
e Vulnerability — yctpaHeHue;
e Code Smell — aHanus n yctpaHeHue B cydyae Hannuma rnybokunx npobnem.

Severity:

e Blocker — ycTpaHeHue;

e  (ritical — ycTpaHeHue;

e Major — aHanus u ycTpaHeHwue;
e  Minor — aHanu3 1 ycTpaHeHue;
e Info — aHanu3 n ycTpaHeHue.

2.5 MPOBEPKA (VERIFICATION)

2.5.1 CKAHUPOBAHUE KOAOA

CTaTnyeckoe TecTupoBaHue 6esonacHocT npunoxkeHuin Static Application Security Testing (SAST) ncnonb3syetca
A7 CKaHUPOBaHMSA (TeCTMPOBaAHUA) NPOrPaMMHOIo KoAa NPOAYKTa Ha HaiuuMe yA3BMMOCTEN Ha aTane nposepku. Koraa
pa3paboTaHHbIN KO, HAaX0AUTCA B CBOEM UCXOLHOM COCTOSIHMM, CTAaTUYECKOE TECTUPOBaHWE NpeaHa3HavyeHo A/1a Noucka
HeAOCTATKOB, TakUX Kak SQL-uHbeKkuma u T. 4. MpumeHaemoe peweHne SAST B NpoOeKTax KOMMAHMWM NpeaocTasBnseT
MHPOPMALMIO, TAE M KaK UCMPaBUTb YA3BUMOCTU B UCXOLHOM Koge. BcTpoeHHoe B npouecc pa3paboTku pelleHne gosec
Nno3BosiAeT aBTOMAaTMYECKM BO3BpaLLaTb 3afayu Ha [0paboTKy, momedyaTb 3adauum meTkon HSEC mamM aBTOMATUYECKM
€03/aBaTb OWUOKM.

Id-Welcome@recfaces.ru — TexHu4yeckan noaaepKKa no npoayKry 10
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2.5.2 NMPOBEPKA BE3OMACHOCTMU (SECURITY REVIEW)

MpoBepKa M3MeHeHUn Ha WMHOOPMALMOHHYI 6€30MacHOCTb MPOU3BOAMTCA MHMKEHEPOM MO MHPOPMALMOHHOWM
6€30MacHOCTM B BbIGOPOYHOM PEXMME MO KPUTUUYHBIM 3aga4am 1 610Kam KoAa, 3aTParnsatoLLLMm MexaHu3mbl:

e  aBTOpPU3ALMMK;
e npeHTUdUKaLnW;

e wunbposaHus;

e  XxpaHeHuA 1 06paboTKe 3aKpbITbIX KOYEl;

®  XpaHeHWs BUOMETPUYECKUX AAHHbIX;

®  XpaHeHWs N 06paboTKKN AaHHbIX NO/Ib30BaTENEN.

2.5.3 MOAY/IbHOE TECTUPOBAHUE (UNIT TEST)

Mpn pa3paboTKe NPOrpaMmMHOro Koga NPOrpammMmcTbl NapannenbHo peanmsyroT Unit Test 4na Bcex KPUTUYHbBIX
npoueanyp u GyHKLMI, a TakKe obecneumsatoT 100% nokpbiTve unit test'amm Koaa 3agay ¢ meTkoit #SEC.

MopaynbHoe TecTUpOBaHWE BbLINOJHAETCA [A/1A NPOBEPKM Ha KOPPEKTHOCTb OTAENbHbIX eauHUL, paboTbl
MCXOAHOr0 KoZa NporpaMmmbl, MUHUMaAbHbIMU U3 KOTOPbIX ABAAIOTCA Npouenypbl U GyHKLMK.

2.6 PE/ZIN3 (RELEASE)

2.6.1 PEFTPECCUOHHOE TECTUPOBAHUE

PerpeccuoHHOe TecTMpoBaHME BbIMOMHAETCA MO MNOAroTOBAEHHOMY Habopy TecToB, HanpaB/ieHHbIX Ha
obHapyxeHue aedeKTOB B yKe NPOTeCTUPOBAHHBIX YYaCcTKax NPUAOKeHUA. JaHHbIN BUA, TECTUPOBAHUA BbIMONHAETCA AN1A
MoucKa M UCMNpPaBAEHUA PErpecCUOHHbIX OLIMBOK, MOABAAIOWMXCA NpU A06aBAeHUM B CyLLECTBYIOLLYO CH6OpKY HOBOro
yyacTKa Nporpammsl, UAK UcnpasaeHna apyrmux 6aros.

Takum 06pa3om, AN Hac LeNb PerpeccMoHHOro TecTUpOBaHUA — ybeanuTbCA, YTO MCnpaBaeHne oaHMX baros
He CTano NPUYMHOMN BO3HUKHOBEHMSA APYIUX M YTO 06HOBAEHME CBOPKM He C034aN10 HOBbIX AedeKTOB B yXKe NPoBepeHHOM
Koge.

MpnMmeHAITCA HECKONbKO BUA0B PerpecCUOHHbIX TeCTOB:

e  BepuOUKAUMOHHbIE TECTbl — MNPOBOAATCA ANA MPOBEPKU MCNpaBieHUA OBHapYKEHHOro M OTKPLITOrO paHee
6ara;

®  TecTMpoBaHWe BepudUKALUM BEPCUU — COAEPMKMUT NPUHLMMbI AbIMHOIO TECTUPOBAHMA M TECTUPOBAHUA COOPKM:
nposepKa paboTocnocob6HOCTU OCHOBHOM QYHKLMOHANBLHOCTU NPOrpamMmMbl B KaxKA0M HOBOM cbopke;

®  HemnocpeacTBEHHO CaMO PerpeccMoHHOe TeCTMPOBaHWe — MOBTOPHOE BbIMOJIHEHWE BCEX TECTOB, KOTopble 6bian
HanucaHbl U NpoBeAeHbl paHee. OHWU BbIMNONHAIOTCA MO YXKe CYLLEeCTBYHOLWMM TeCT-Keicam He3aBMCMMO OT TOTO,
6bINV B XO4€ UX NPOXOXKAEHMA HalaeHbl 6arn Uamn Her;

® TeCcTMpOBaHWE YXKe MWCNpaBneHHbIx 6aroB B HOBOM cbHopke. BbinosnHsAeTca Ana Toro, Ytobbl MPOBEPUTD,
He B0306HOBMNO I 06HOBNEHME COOPKK cTapble AedeKTbl.

2.6.2 ABTOMATU3UPOBAHHOE ®YHKUUNOHANbHOE TECTUPOBAHME
(FUNCTIONAL AUTOMATION TESTING)

MpUMeHeHNe aBTOMATU3MPOBAHHOMO GYHKUMOHANLHOFO TECTMPOBaHWA NpW MNPOBEPKe penusa nossonseT
peLnTb HECKONBKO Lenei:
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e obecneyeHne NOBTOPAEMOCTU TECTOB — BCE HaMMcaHHble TECTbl BCErga BbIMOAHATCA 04HO06pPa3HO, TO ecTb
UCKNIOYEH «4yenoBeyeckuit ¢aktop». TecTMPOBLWMK He MPOMNycTUT TecT MO HEOCTOPOXKHOCTM M HUYero
He HanyTaeT B pe3yabTaTax;

e  HbICTpOE TECTUPOBAHWE — AaBTOMATU3MPOBAHHOMY CKPUNTY UM TecTy He TpebyeTca CBEePATLCA C MHCTPYKUMAMM
N LOKYMEHTALMAMM, 3TO CUIbHO SKOHOMMUT BPEMA BbINONHEHUS;

e MeHblMe 3aTpaTbl Ha NOALEP)KY — KOr4a aBTOMAaTMYECKMEe CKPUNTbI YXKe HanucaHbl, Ha UX NOALEPKKY M
aHanu3 pesynbTaToB TpebyeTcs, KaKk MpaBWM/IO, MeHbluee Bpems, Yem Ha nposeaeHue TOro e obbema
TECTMPOBAHUA BPYYHYIO;

e dopmupoBaHMe OTYETOB M HaroB — aBTOMAaTUYECKM GopmMMpPyemble OTYETbl MOMELLAIOTCA B pasaen penaunsos B
Confluence, a Npx HaNMYMKM OLIMOKM aBTOMATUYECKM 3aBOAMTCA OLWMBKa B Jira.

2.6.3 CKAHUPOBAHUE AHTUBUPYCOM

(esD)

FILE
SECURITY

For Linux/BSD

[na npefoTBpalleHMs 3apaxkeHua 060pyaoBaHMA 3aKasuMKa BPEAOHOCHbIMM Mporpammamun Bce dannbl
NpoxXoanT 06s3aTeNbHYI aHTUBUPYCHYIO MPOBEPKY ABYMS HE3aBUCUMbIMU aHTUBUPYCAMU:

e  ESET File Security gns Linux,
e Clam AntiVirus.

CkaHupoBaHue Bcex $aiinoB, BCTPOEHHOE B NPOLLECC BbIMyCKa NPOAYKTa M He 3aBucAwee oT aeictenii DevOps,
no3BosseT n3bexkatb OWUOKM UHKEHEPA NPU 0BHaPYKEHWUM NOL03PEHMUI O BPEAOHOCHBIX 3/1eMeHTaXx.

2.7 NYBANKALUA (PUBLICATION)

JTan ny6AvKaumMm NpoayKTa 4NA AOCTyna NapTHEPOM M 3aKa3uMKOM ABAAETCA OAHMM M3 BaXKHbIX 3Tanos BCero
uMKkna 6esonacHol paspaboTkM u TpebyeT ocoboli TWATENbHOCTM WM BHMUMaHWA. Ha JaHHOM 3Tane BbINOJIHAOTCA
cnegytowme obssaTeNibHble 4eUCTBUA:

e  noanucaHue BCEX UCTIONHAEMBIX $aliIoB 3/1EKTPOHHOW NOAMUCHIO;

e nognucaHue Bcex pdf-dpannos 3NeKTPOHHON ULMPPOBOIM NOANMUCHIO;

o  GopMMPOBAHME KOHTPObHOM CYMMbI NO BCeM daliiam, BXOAALLMM B AUCTPUOYTUB;
o nybAnKauma MHCTAaNNATOPOB PENusa;

o nybanKauma cNUCKa N3MEeHEeHU pennsa;

e nybankauma npecc-penusa.
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3 ABAPUWHBIE CUTYALUNU

Cuctema obecneymBaeT KOPPEKTHYO 06paboTKy aBapUIHbIX CUTYaLMi, Bbi3BaHHbIX HEBEPHbIMU OENCTBUAMM
aAMMHWCTPaTOpa, HeBepHbIM GOPMATOM WM HeZOMyCTUMbIMM 3HAYEHUAMM BXOAHbIX AAHHbIX. B yKasaHHbIX Cayvanx
aAMMHWCTPATOPY AO/IKHbI BblAABaTLCA COOTBETCTBYIOLLME aBAapUIMHble COOBLLEHMA, NOC/e Yero BO3BPaLLaTbcs B paboyee
COCTOsIHME, NpealecTBoBaBLIee HEBEPHON (HeQoMyCTMMOM) KOMaHAE UM HEKOPPEKTHOMY BBOAY AaHHbIX. ABapuitHble
CUTyaLMKM MOTYT BO3HUKATb KaK M3-3a OWMBOK B NPOrPamMmMHbIX MPOAYKTaX, TaK U U3-3a HEMPaBUIbHOW HacTPOMKM.

Mp13HaKaMM aBapUMHOM CUTYaLMM ABAAIOTCA:

OTcyTCcTBME Ha 3KpaHe HeobXoAMMOM CTPaHULbI;
OKHa € COOBLLEHNAMM O HELUTATHOMN CUTYaLuu;
OKHa C HeYUTaeMbIMMU COOBLLEHNAMM HA aHTIMACKOM A3bIKE;

HwnN e

CoobuieHne 06 OTCyTCTBMM NPaB Ha AeNCTBMA.
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4 CNYXXBA TEXHUYECKOU NOALEPKMU

Ecnv npw akecnayataumm CUCTEMbI Y Bac BO3HUKAM AONOJIHUTENbHbIE BOMPOCHI UM Y Bac NosBMAACh Npobiema,
Bbl MOXeTe 06paTUTbCA B NMUCbMEHHON Gopme B CAYyKOYy TeXHUYECKON noaaepskku. [ns 3Toro HeobxoAMMO HaxaTb Ha
KHOMKY C M306parkeHMem KOHBEPTa B HUXKHE NpaBoi YacTu aKkpaHa (P1cyHoK 1) n oTnpaBuTb NMCcbmo no email.

RU - O B [
&

PucyHok 1. Cnyxk6a noapepku

TaKKe MOXKHO 03HAaKOMUTbLCA C AOCTYNHOM MHbOPMaLMeEN Ha caliTe www.recfaces.ru.

n BHUMAHMUE! [Ona 6bicTpOro M KOPPEKTHOro OTBeTa npocbba B NUCbMe YyKa3biBaTb HOMEpP Bepcuwm,

HaxopAwelica B okHe «UHPopmauma o Cucteme» (PUCYHOK 2).

$ MHOOPMALUA O CUCTEME

CepuiiHblit HoMep:
Craryc: AKTUBHa
Pexum: Tpuan

UpeHTudukarTop obopygoranHus:

[lara oKoHYyaHus TpuanbHoro nepuoga: 05.06.2022 18:0

Bepcun: 2.14.314 - 2022-03-10.13_49

3arpy3uTb NMLEH3UOHHbIN KAIOY

PucyHok 2. Homep Bepcumn
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