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1 CBEAEHUWA O HEOBXOAUMOM NEPCOHANE

CneuuanbHbIX TpeboBaHWUI K NepcoHany He nNpeabasaAeTca. AGMUHUCTPATOPY HEOBX0AUMO BNaLEeTb OCHOBaMM
CeTeBblX TEXHONOTNIM, HaBblkaMW 0a30BOM HACTPOMKM oOnepaumoHHbIX cuctem MS Windows, BKtO4YaA YCTaHOBKY
npuknagHoro MO, a TakXe 3HaTb OCHOBHblE MPUHLUMMbLI PaboTbl CO CNeLMannsmMpoBaHHbIM 0bopyaoBaHWeEM (ceTeBbiM
obopynoBaHMeM, KaMepamn, MOHUTOPAMM, NPOEKTOPAMU U T. A4.). ALMUHUCTPATOPbI U NONb30BATENN CUCTEMbI SO/KHbI
M3y4YuUTb PyKoBOACTBA AgMuHUCTpaTopa M OnepaTopa M WMMeTb NpeacTaBieHWe O pPaboTe OCHOBHbIX WMHTEpHeT-
TEXHOJIOTUIA, O COOTBETCTBYIOLLEN TEPMUHOIONMM, @ TaK}KE AOKHbI UMETb NpeAcTaBieHne 0 NPUHLMNAxX paboTbl cakToB U
NPUNOXKEHNN.

Heobxoauman KBannduKauma cneumanncrTa NoATBEPIKAAETCA cepTUPMKATOM NO Kypcy:

Id-Target. 3 nekuma. AGMUHUCTPUPOBAHMNE U TOHKAA HACTPOMKa

Ha oduumanbHOoM caitte komnaHum www.recfaces.ru npegcraBneH pasgen «ObydeHue» c pacnucaHuem
O3HAaKOMMUTE/NIbHbIX U obyuvalowmx Be6MHaApOB, perynspHO NPOBOAMMBIX TEXHUYECKUMM crneuuannucrtamu
KomnaHuu. [1nA 3anucn Ha MHTepecyloLwWwmnii Be6UHap HYXHO 3aMO/IHUTb U OTNPaBUTb GpopMy 3asiBKU B pasgene
«0byuyeHue».

2 TEXHWUYECKOE U CEPBUCHOE OBCNYXKUBAHUE

TexHuyeckoe obcayKmBaHue CUcTeMbl AOJIKHO BbINOJHATLCA AN obecneyeHuns TpeboBaHMI HaZEXKHOCTU U
roTOBHOCTM K paboTe, noaaep*aHna N BOCCTaHOB/IeHUSA paboTocnocobHOCTH, YCTPaHEHNA HEUCNPABHOCTEMN, BO3HUKLLMX
B paboTe MaM BbiABNEHHbIX NPU 0OCAYKMBAHUK BbleyKkasaHHoro MO, a TakkKe KOHCY/bTMPOBaHMA MOJib30BaTenen u
y4yacTHMKOB no pabote c MO.

1. TexHuueckoe o6cnykmBaHne Cuctembl BKIOUaeT B ceba cneaylouime Buabl pabor:
1.1 KomnneKkcHoe CMCTEMHOE COMPOBOXKAEHME anmnapaTHOM YacTu:

Ta6auua 1. ConpoBoKaeHue annapaTHoM YacTu

KoMMnneKkcHoe  COMpOBOX/AEHMEe  annapaTHOW  4acTh, NpPOBEpKa
COCTOSIHWA YCTPOWCTBA, CBOEBPEMEHHAsA 3aMeHa BblEALWNX M3 CTpoa  ExeaHEBHO
Y3/10B annapaTHOro KomraeKca

1.2 TexHuueckoe conpoBoxaeHne Cuctembl

Ta6nuua 2. ConpoBoKaeHue npuknagHoro NO

ExXegHeBHO (B aBTOMaTUYECKOM PeXxnme)
PesepBHoOe KonupoBaHue 6a3bl AaHHbIX
Pa3 B mecau, (B py4HOM peskume)

Pe3sepBHOe KonMpoBaHMe onepaTMBHbLIX AAHHbIX E)xemecayHo
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CoctaB pabot MepuogmMyHOCTb
OumnCTKa onepaTMBHbIX AaHHbIX PerynsapHOCTb ONpeaensieTca KANEHTOM
OuMCTKa apXMBHbIX AAHHbIX PerynapHOCTb OnpeaensieTcs KAMeHToOM

MogepHU3aumMa HacTpoeKk Kamep WM cepsepa npeaobpaboTkn BuAeo

N Mpu HeobxoanmocTn
NpPU U3MEHEHUN YCNOBUIM NEPBOHAYaIbHOrO MOHTaKa

YcTaHoBKa o6HoBAeHui MO Mpun HeobxoanmocTn

YcTpaHeHue HeCcooTBETCTBMI GYHKLUMOHMpoBaHUA NO Mpu HeobxogMMoOCTH

OKasaHue noafep:Kku agmuHuctpatopy MO B peweHun npobnem,

- Mpu HeobxogumocTn
He ABNAIOLLUXCA CeaCcTBUEM HEKOPPEKTHOM paboTbl MO CucTembl

- AHaIM3 }KypHaNoB paboTbl ONEpPaLMOHHOMN CUCTEMDI; Pa3 B Hegento /

- AHanus }kypHanoB paboTbl NPOrpPamMMHONM HYaCTV KOMMAEKCa; Mpn HeobxoammocTn

- AHaNK13 BbINO/IHEHUA peryApHbIX 33434 pe3epBHOro KONMPOBAaHWUSA;

- CocTofiHME AUCKOBOW NOACUCTEMBI, HaNM4Me AOCTYMHOrO AUCKOBOIO
MPOCTpaHCTBa ANA PaboTbl MPOrPAaMMHOrO KOMMJIEKCA WU BbINOJAHEHUSA
onepaumin pe3epBHOro KONMPOBaHWUSA; Pa3 B mecal,

- AHanu3 coctoaHma cepsepHoro MN0O;

- AHanu3 cpoKa gencTema anueHsnm ncnonbsyemoro MNo;

- Mposepka cpoka aeicteuna SSL cepTnudukata Pa3 B mecay,

2. Tpe6oBaHua no o6HoeneHuto MO Cucrembi:
2.1. KnuneHTt BbinosiHAeT ob6HoBneHWe Bepcum MO CUcTeMbl CaMOCTOATESIbHO;

2.2. Npu obHoBneHun Bepcun MO Cuctembl ¢ npuBnedyeHnem NCnoNHUTENA KAMEHT OOMKEH NpefocTaBuUTb
McnonHutento focCTyn K cepBepam 06BbEKTOB A/1A ocyLiecTsieHua pabot no obHosaeHuto Bepcuu MO;

2.3. BbinonHeHue paboT no obHoBAeHMo Bepcum MO CucTtembl He A0NXKHO HapywaTb paboTtocnocobHocTb MO.
Mpu HeobxoanMOCTH NpoBeaeHUs paboT, cBA3aHHbIX C OCTaHOBKOM paboTbl MO, Bpemsa 1 CPOK BbINOAHEHUA TakuX paboT
[0N1XKeH ObITb COrAcoBaH C KMEHTOM.

3. Tpe6oBaHUA K pe3epBHOMY KONUPOBAHUIO
3.1. Ha cepBepe perynspHo BbINOAHAETCA Onepauus pe3epBHOro KONMPOBaHUA:

e  6as AaHHbIX;
e  $aliIoBOro XpaHWAULWa;
o web-npunoxeHui;

e ycnonHsembix ¢painnios U KoHGUrypaumoHHbIx dpaiinos MNO.
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3.2. Pe3epBHOE KOMWPOBaHME BbIMNOJHAEGTCA MO PaACNoOPAAKY, YCTAHOBAEHHOMY KAMEHTOM, WCX04A W3
TpeboBaHWi1, Nnpeabasaaemblix K M0O.

Ta6auua 3. NMpumep pacnopagKa pesepBHOro KONMPOBAHUA

Mopcuctembl KonupoBaHuA  EXXegHeBHO E)XeHepgenbHO ExxemecayHo

CpOK XpaHeHua —

CpoK xpaHeHua — 1 meca CpokK xpaHeHua — 3 roaa
2 hepenu p p U p p it

basa gaHHbIX

CpOK XpaHeHua —

2 Hepenwm, Her CpoK xpaHeHuna —
MHKpPeMeHTaibHble 6 mecAues
pesepBHble Konun

dalinoBoe xpaHunuuie

Mpu HeobxoamMmocTu u

Web-npunoxeHue Het Het
obHoBNEHUMU

UcnonHsemble dainbl 1

o Mpu HeobxoaMMOCTH 1

KOHPUrypauunoHHble daiinbl Het Het
obHoBNEHUMU

Cuctembl

OnepaunoHHan cncrema E)xemecayHo Het Het

3.3. Pe3epBHOE KONMpoBaHWeE BbINOAHAETCA WTaTHbIMU CPpeACTBaMU. Pe3epBHble KONUKM XpaHATCA Ha cepBepe Ha
OTAENbHO BblAE/IEHHOM KeCTKOM AMCKe pasmepom He meHee 3 T6 (Cpok xpaHeHus onpeaenseTca cornacHo Tabaumue 3).

3.4. Pe3epBHOe KONMpoBaHue OI'IepaLI,MOHHOI‘;l CNCTEMDI OCyLlecTBaIAET CJ'IY)'KGG 3KCnAayaTaunn KaneHTa.

3.5. BocctaHoBAEHME pa6OTOCI'IOC06HOCTVI npUNoXeHna wus pe3epBH017| KOMnn OCYyLWecTBNAeTCA K/IUEHTOM
CaMoCTOATENIbHO.

3.6.Mpn HEOOBXOAMMOCTM KAMEHT MOMKET MpuUB/AEKATb CTOPOHHEro WcnonHWUTENA, BKAKOYAA TEXHUYECKYHO
noaAepXKy paspabotumka MNO.
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2.1 OBHOBJIEHUE SSL CEPTUDUKATA

PelweHne ncnonb3yeTt WndppoBaHue Npu obmMeHe AaHHbIMU MeXKAY COBCTBEHHbIMWU KOMMNOHEHTAMM, KNMEHTaMM
W BHELIHUMM NOAKNIOYAEMbIMU cUCTEMAMMK. TpKn 3TOM UCNoAb3yoTcA SSL cepTUOUKATLI, KOTOPbIE UMEHOT OrpaHUYEHHbIN
cpok penctena 1 roa. Komnanua «Pekdancuc» npenoctaBnseT Mo/b30BaTeNAM peleHMn cneuuanbHblii naket
06HOBNEHUN.

1. na nonyyeHna obHOBAEHUA cnedyeT 3alTU Ha calT https://ds.recfaces.com co cBoeit yyeTHO 3anucblo.
2. 3anTu B pasgen «3arpysku».

3. B pasgene Id-Target 3aiiTi B cekumto «ANCTpUBYTUBLI ANA yCTaHOBKU» (PucyHokK 1).

AUCTPUBYTUBDbI ANA YCTAHOBKH

OunctpubyTue Id-Target_2.11.306_20210702-22.33.exe RU

Id-Target_211.306_20210702-22.33.exe + Bepcua: 211.306 » Pazumep: 2.6Gb
= [Nata: 02.07.2021 * MD5: 6c524a51c87b29770d7f66acd21870de P
CkauaTb
O6HoBneHHbIW cepTucbukar Id-Target RU /
OGHoBNeHHEIR cepTdukaT Id-Target *» Bepcua:1.0 * Pazmep: 5.05 Mb
+ [Nata: 09.06.2022 « MD5: 4753764703cf610fa666c61ded4699bel

MokazaTk apxMBHLIE BEPCHY

PucyHok 1. Pazgen auctpmbyTruBoB Ha caiite 3arpy3ku ds.recfaces.com

4. BbibpaTtb 610K «O6HOBNEHHbIN cepTUdMKaT Id-Target» n HaxKaTb «CKayaTb».

5. B OTKpbIBLLIEMCA OKHE BblbepuTe UCTOUYHMK 3arpy3Kku (no ymondaHuio ds.recfaces.com) (PucyHok 2).

O6HoBneHHbIN cepTudukar ld-Target RU

OBHoeneHHbIW ceptudmkar Id-Target
* Bepcwa: 1.0 + Pazmep: 5.05 Mb
* Nara: 09.06.2022 « MDG: 4753764703cf610fa666c61ded699be

DS.RECFACES.COM

PUCYHOK 2. OKHO Bbl60pa UCTOUHMKA 3arpy3Ku

6. CKonupyiTe 3arpyKeHHbi daiii Ha cepBep A4pPa pPeLleHus.

7. BbiNnoNHUTE CKauyaHHbIM ¢ailn Ha cepBepe AApa peleHUs C NpaBamMu agMUHUCTPATOpa W A0XAUTECH
OKOHYaHWA BbINOJHEHWA NPOLECCca YCTaHOBKMU.

8. M0 OKOHYaHMM PaboTbl YTUAUTLI OBHOBAEHUA cepTUdUKaT ByaeT OBHOBAEH M HeoBXOAMMble CepBUCHbIE
npoueaypbl BbINOSHEHbI.
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2.1.1 CAMOCTOATE/NIbHOE OBHOBJ/IEHUE CEPTUDUKATA SSL

[Ona obHoBneHua SSL cepTuduMKaTa NpM HEAOMYCTUMOCTM YCTaHOBKM B 3aKpbiTble KOHTYpbl 6e3onacHocTu
CTOPOHHUX CEPTUPUKATOB aZMUHUCTPATOP MOMKET BbINOHUTL 06HOBNAEHUE cepTUdMKaTa SSL camocToaTenbHo. as sToro
cnegyeT BbINYCTUTb COBCTBEHHbINM cepTudUKaT (cepTuoukaT YL, AOMEHHbIA, CaMOMOAMNWUCAHHbLIA WAUM WMHOK TUN
cepTudukara).

1. Ckonupyiite ¢aiinbl Target.recfaces.com.key n Target.recfaces.com_bundle.crt 8 nanky C:\RECFACES\[Id-
Target]\AUX_APP\SRV\nginx\ssl

2. Nepe3anycTuTe cepBUc cepsepa Nginx.

3. CepTudukat byaet 06HOB/EH, N HEOBXOAMMbIE CEPBUCHbIE NPOLEAYPbI BbINOAHEHDI.

Id-Target@recfaces.ru — TexHuyeckan noaaepsKKa no nNpoayKTy 7
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3 ABAPUMUHBIE CUTYALUU

Cuctema obecneunBaeT KOPpeKTHYO 06paboTKy aBapuiiHbIX CUTyaLMM, Bbl3BaHHbIX HEBEPHbIMU AEACTBUAMM
AOMUHUCTPATOPa, HeBepHbIM GOPMATOM UM HeZOoMyCTUMbIMU 3HAUYEHUAMM BXOAHbIX AaHHbIX. B yKasaHHbIX cayvasx
PelweHue BblJaeT COOTBETCTBYOLME aBapUitHble coobLeHna B UHTepdeinc AamuHucTpaTopa nnm Onepatopa, nocse yero
BO3BpallaeTcs B paboyee COCTOsSHME, MpefLlecTBOBaBlUEe HEBEPHON (HeZOMyCTMMON) KOMAHAE WUAU HEKOPPEKTHOMY
BBOAY AaHHbIX. ABapuiHble CUTYyaLMW MOTyT BO3HMKATb KaK M3-32 OWMOOK B MPOrpamMmHbIX MPOAYKTaX, TaK U M3-3a
HEenpaBWU/IbHOM HAaCTPOMKM.

Mpu3HaKaMu aBapuUMHOM CUTyaL MU ABNAIOTCA:

1. OTcyTCTBME Ha 3KpaHe HEOBXOAMMOM CTPAHULbI;
2. Hanuuune OKOH C yBEAOMNEHUAMM O HELITAaTHOW CUTYaLMK;
3. Hanuuume OKOH C HEYMTAEMbIMW COOBLLEHMAMM Ha A3bIKe, OTJIMYHOM OT UCMO/Ib3YEMOTO;

4, CoobueHure 06 oTCyTCTBUM NPaB Ha AeUCTBUA.

Id-Target@recfaces.ru — TexHuyeckas NoAAep KKa no NpPoayKTy 8
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4 CNYXBA TEXHUYECKOW NOALEPXKU

Ecnv npwm akecnayatauum CUCTEMBI Y Bac BO3HUK/IM LONONHUTENbHbIE BOMPOCHI UK Y Bac NosBuaacb npobnema,
Bbl MOXeTe 06paTUTbCA B NMUCbMEHHON Gpopme B CAYKOYy TeXHUYECKON noaaepskku. [ns 3Toro HeobxoAMMO HaxaTb Ha
Hagnucb «Cnyxkba NoaaepKKn» B HUKHEN NpaBoi 4acTu aKpaHa (PrcyHOK 3) M oTNpaBUTb NMCcbMO Mo e-mail.

Q  Mowuck
© Cnywb6a nogaepkku

PucyHoK 3. Cnyx6a noapep:ku

TaKKe MOKHO 03HaKOMMUTLCA C AOCTYMHON MHPOpMaLmein Ha caliTe www.recfaces.ru.

u BHUMAHMUE! [Ons 6bicTpOro M KOPPEKTHOro OTBeTa npocbba B NUCbMe YKa3biBaTb HOMEpP Bepcuwm,

HaxopAwelica B okHe «UHPopmauma o Cucteme» (PUCYHOK 4).

$ WHOOPMALIUA O CUCTEME

CepuiHblit HoMep:
Craryc: AKTUBHa
Pexwum: Tpuan

UpenTudukarop obopygoranHus:

[aTta oKoHYaHus TpuanbHoro nepuoga: 05.06.2022 1¢

207

Bepcus: 2.14.314 - 2022-03-10.13_49

3arpy3uTb TMLEH3UOHHbIN KNIOY

PucyHok 4. Homep Bepcum
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