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1 CBEAEHUWA O HEOBXOAUMOM NEPCOHANE

CneuuanbHbIX TpeboBaHWUI K NepcoHany He nNpeabasaAeTca. AGMUHUCTPATOPY HEOBX0AUMO BNaLEeTb OCHOBaMM
CeTeBblX TEXHONOTNIM, HaBblkaMW 0a30BOM HACTPOMKM oOnepaumoHHbIX cuctem MS Windows, BKtO4YaA YCTaHOBKY
npuknagHoro MO, a TakXe 3HaTb OCHOBHblE MPUHLUMMbLI PaboTbl CO CNeLMannsmMpoBaHHbIM 0bopyaoBaHWeEM (ceTeBbiM
obopynoBaHMeM, KaMepamn, MOHUTOPAMM, NPOEKTOPAMU U T. A4.). ALMUHUCTPATOPbI U NONb30BATENN CUCTEMbI SO/KHbI
M3y4YUTb PYKOBOACTBA aAMMHWCTpATOpPa M onepatopa M MMeTb npeacTaBfeHMe O paboTe OCHOBHbIX WMHTEpHeT-
TEXHOJIOTUIA, O COOTBETCTBYIOLLEN TEPMUHOIONMM, @ TaK}KE AOKHbI UMETb NpeAcTaBieHne 0 NPUHLMNAxX paboTbl cakToB U
NPUNOXKEHNN.

Heobxoauman KBannduKauma cneumanncrTa NoATBEPIKAAETCA cepTUPMKATOM NO Kypcy:

Id-Welcome. 3 nekuma. AAMUHUCTPUPOBAHME U TOHKAA HAaCTPOMKa

Ha oduumanbHOoM caitte komnaHum www.recfaces.ru npegcraBneH pasgen «ObydeHue» c pacnucaHuem
O3HAaKOMMUTE/NIbHbIX U obyuvalowmx Be6MHaApOB, perynspHO NPOBOAMMBIX TEXHUYECKUMM crneuuannucrtamu
KomnaHuu. [1nA 3anucn Ha MHTepecyloLwWwmnii Be6UHap HYXHO 3aMO/IHUTb U OTNPaBUTb GpopMy 3asiBKU B pasgene
«0byuyeHue».

2 TEXHWUYECKOE U CEPBUCHOE OBCNYXUBAHWUE

TexHuyeckoe obcnyKmBaHMe CUCTeMbl AOMKHO BbINOAHATCA A1A obecneyeHus TpebOBaHUI HALEKHOCTU WU
roTOBHOCTU K paboTe, noaaepKaHusa U BOCCTAHOBNEHUA PaboTOCNocobHOCTH, YCTPAaHEHNA HEUCMNPABHOCTEMN, BOSHUKLLMX
B paboTe MM BblABAEHHbIX MPU 0BCNYXKMBaHMM BbileyKasaHHoM MO, a TaKXKe KOHCYAbTUMPOBAHWS MO/b30BaTeNeN U
y4yacTHMKOB no pabote c MO.

1. TexHuueckoe o6cnykmBaHne Cuctembl BKIOUaeT B ceba cneaylouime Buabl pabor:
1.1 KomnneKkcHoe CMCTEMHOE COMPOBOXKAEHME anmnapaTHOM YacTu:

Ta6auua 1. ConpoBoKaeHue annapaTHoM YacTu

KoMMnneKkcHoe  COMpOBOX/AEHMEe  annapaTHOW  4acTh, NpPOBEpKa
COCTOSIHWA YCTPOWCTBA, CBOEBPEMEHHAsA 3aMeHa BblEALWNX M3 CTpoa  ExeaHEBHO
Y3/10B annapaTHOro KomraeKca

1.2 TexHuueckoe conpoBoxaeHne Cuctembl

Ta6nuua 2. ConpoBoKaeHue npuknagHoro NO

ExXegHeBHO (B aBTOMaTUYECKOM PeXxnme)
PesepBHoOe KonupoBaHue 6a3bl AaHHbIX
Pa3 B mecau, (B py4HOM peskume)

Pe3sepBHOe KonMpoBaHMe onepaTMBHbLIX AAHHbIX E)xemecayHo
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CoctaB pabot MepuogmMyHOCTb
OumnCTKa onepaTMBHbIX AaHHbIX PerynsapHOCTb ONpeaensieTca KANEHTOM
OuMCTKa apXMBHbIX AAHHbIX PerynapHOCTb OnpeaensieTcs KAMeHToOM

MogepHU3aumMa HacTpoeKk Kamep WM cepsepa npeaobpaboTkn BuAeo

N Mpu HeobxoanmocTn
NpPU U3MEHEHUN YCNOBUIM NEPBOHAYaIbHOrO MOHTaKa

YcTaHoBKa o6HoBAeHui MO Mpun HeobxoanmocTn

YcTpaHeHue HecooTBeTCTBUI GyHKLUMOHMpoBaHUa MO Mpu HeobxogMMoOCTH

OKasaHue noafep:Kku agmuHuctpatopy MO B peweHun npobnem,

- Mpu HeobxogumocTn
He ABNAIOLLUXCA CeaCcTBUEM HEKOPPEKTHOM paboTbl MO CucTembl

- AHaIM3 }KypHaNoB paboTbl ONEpPaLMOHHOMN CUCTEMDI; Pa3 B Hegento /

- AHanus }kypHanoB paboTbl NPOrpamMMHONM HYaCTU KOMMNEKCa; Mpn HeobxoammocTn

- AHaNK13 BbINO/IHEHUA peryApHbIX 33434 pe3epBHOro KONMPOBAaHWUSA;

- CocToAHME OMCKOBOM NOACUCTEMBI, HaMYMe AOCTYNHOrO AUCKOBOTO
MPOCTpaHCTBa ANA PaboTbl MPOrPAaMMHOrO KOMMJIEKCA WU BbINOJAHEHUSA
onepaumin pe3epBHOro KONMPOBaHWUS; Pa3 B mecal,

- AHanu3 coctoaHma cepsepHoro M0O;

- AHanu3 cpoKa gencTema anueHsnm ncnonbsyemoro MNo;

- Mposepka cpoka aeicteuna SSL cepTnudukata Pa3 B mecay,

2. Tpe6oBaHua no o6HoeneHuto MO Cucrembi:
2.1. KnneHTt BbinosiHAeT ob6HoBneHWe Bepcum MO CUCTeMbl CaMOCTOATE/IBHO;

2.2. Npu obHoBneHun Bepcun MO Cuctembl ¢ npuBnedyeHnem NCnoNHUTENA KAMEHT OOMKEH NpefocTaBuUTb
McnonHutento focCTyn K cepBepam 06BbEKTOB A/1A ocyLiecTsieHua pabot no obHosaeHuto Bepcuu MO;

2.3. BbinonHeHue paboT no obHoBAeHMo Bepcum MO Cuctembl He A0NXKHO HapywaTb paboTtocnocobHocTb MO.
Mpu HeobxoanMOCTH NpoBeaeHUs paboT, cBA3aHHbIX C OCTaHOBKOM paboTbl MO, Bpemsa 1 CPOK BbINOAHEHUA TakuX paboT
[0N1XKeH ObITb COrAcoBaH C KMEHTOM.

3. Tpe6oBaHUA K pe3epBHOMY KONUPOBAHUIO
3.1. Ha cepBepe perynspHo BbINOAHAETCA Onepauus Pe3epBHOro KONMPOBaHUA:

e  6as AaHHbIX;
e  $aliIoBOro XpaHWAULWa;
o web-npunoxeHui;

e ycnonHsembix ¢painnios U KoHGUrypaumoHHbIx dpaiinos MNO.
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3.2. Pe3epBHOE KOMWPOBaHME BbIMNOJHAEGTCA MO PaACNoOPAAKY, YCTAHOBAEHHOMY KAMEHTOM, WCX04A W3
TpeboBaHWi1, Nnpeabasaaemblix K M0O.

Ta6auua 3. NMpumep pacnopagKa pesepBHOro KONMPOBAHUA

Mopcuctembl KonupoBaHuA  EXXegHeBHO E)XeHepgenbHO ExxemecayHo

CpOK XpaHeHua —

CpoK xpaHeHua — 1 meca CpokK xpaHeHua — 3 roaa
2 hepenu p p U p p it

basa gaHHbIX

CpOK XpaHeHua —

2 Hepenwm, Her CpoK xpaHeHuna —
MHKpPeMeHTaibHble 6 mecAues
pesepBHble Konun

dalinoBoe xpaHunuuie

Mpu HeobxoamMmocTu u

Web-npunoxeHue Het Het
obHoBNEHUMU

UcnonHsemble dainbl 1

o Mpu HeobxoaMMOCTH 1

KOHPUrypauunoHHble daiinbl Het Het
obHoBNEHUMU

Cuctembl

OnepaunoHHan cncrema E)xemecayHo Het Het

3.3. Pe3epBHOE KONMpoBaHWeE BbINOAHAETCA WTaTHbIMU CPeACTBaMU. Pe3epBHble KONUKM XpaHATCA Ha cepBepe Ha
OTAENbHO BblAE/IEHHOM KeCTKOM AMCKe pasmepom He meHee 3 T6 (Cpok xpaHeHus onpeaenseTca cornacHo Tabaumue 3).

3.4. Pe3epBHOe KONMpoBaHue OI'IepaLI,MOHHOI‘;l CNCTEMDI OCyLlecTBaIAET cny>+<6a 3KCNAyaTaunun KaneHTa.

3.5. BocctaHoBAEHME pa6OTOCI'IOC06HOCTVI npUNoXeHna wus pe3epBH017| KOMnn OCYyLWecTBNAeTCA K/IUEHTOM
CaMoCTOATENIbHO.

3.6.Mpn Heo6XOAMMOCTM KAMEHT MOMKET MpUB/AEKaTb CTOPOHHEero WMcnonHuTena, BKAOYAA TEXHUYECKYHO
noaAepXKy paspabotumka MNO.
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2.1 OBHOBJIEHUE SSL CEPTUDUKATA

PelweHne ncnonb3yeTt WndppoBaHue Npu obmMeHe AaHHbIMU MeXKAY COBCTBEHHbIMWU KOMMNOHEHTAMM, KNMEHTaMM
W BHELIHUMM NOAKNIOYAEMbIMU cUCTEMAMMK. TpKn 3TOM UCNoAb3yoTcA SSL cepTUOUKATLI, KOTOPbIE UMEHOT OrpaHUYEHHbIN
cpoK aeicteuns 1 roa. KomnaHusa Pekdalicuc npeaocTaBaneT No/b3oBaTeNsim pelleHuin cneunanbHblii NakeT 06HOBEHUIA.

1. ins nonyyeHna obHOBNEHMA CneayeT 3aiMTh Ha calT https://ds.recfaces.com co cBoei yueTHOM 3anmncbio.
2. 3anTH B pasgen «3arpysku».

3. B pasgene Id-Welcome 3aiiTu B cekumto «UCTpnbYTMBbI ANA YCTAaHOBKU» (PUCyHOK 1).

ANCTPUBYTUBbI AN YCTAHOBKU

Ouctpubytue ld-Welcome 2.15.316 RU

AucTprbyme Id-Welcome_215.316_20220625-01.53.exe + Bepcua: 215.316 + Pasmep: 2,86 Gb

+ [ata: 25.06.2022 = MDG5: B4152E667B06BAE2D771F9944C169B63 Cxavars
O6HoBneHHbIW cepTudmkar ld-Welcome RU /
O6HOBNEHHBIIR cepTudimkar Id-Welcome « Bepcua: 1.0 » Pazmep: 5.05 Mb

+ [lata: 09.06.2022 + MDS5: 4f037b391b453e19279b048acd9329a8

MokasaTe apxMBHLIE BEPCHK

PucyHoK 1. Pasgen guctpubytuBoB Ha caiiTe 3arpy3ku ds.recfaces.com

4. BbibpaTb 610K «O6HOBNEHHDbIV cepTudmKaT Id-Welcome» u HaxkaTb «CKayaTb».

5. B OTKpbIBLIEMCA OKHE BblbepuTe MCTOUYHMK 3arpy3ku (no ymonyanutio ds.recfaces.com) (PucyHok 2).

OBHoBneHHbIW cepTndumkar ld-Welcome RU

OBHoeNeHHBIH cepTudmkart Id-Welcome
¢+ Bepcwa: 1.0 + Pazmep: 5.05 Mb
* [ara: 09.06.2022 « MDG: 4f037b391b4532e19279b048acd9329a8

DS.RECFACES.COM

PUCYHOK 2. OKHO Bbl60pa UCTOYHMKA 3arpy3Ku

6. CKonupyiTe 3arpy»eHHbli dpaitn Ha cepBep AApa pelleHuns.

7.BbINoNHUTE CKauyaHHbIM ¢ailn Ha cepBepe Af4pa pPeLeHMs C NpaBaMyv agMUHUCTPATOpa W AOMAMUTECH
OKOHYaHWA BbINOIHEHWA MPOLLECCa YCTaHOBKM.

8. Mo OKoHYaHuMM paboTbl yTUANTbI OBHOBNEHUA cepTuduKaT byaeT oOHOBMEH M HeobXxoaMmble CepBUCHbIE
npoueaypbl BbINOJHEHbI.
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2.1.1 CAMOCTOATE/NIbHOE OBHOBJ/IEHUE CEPTUDUKATA SSL

Ona obHosneHua SSL ceptmudumKata nNpu HEAOMYCTUMOCTM YCTAHOBKM B 3aKPbITble KOHTYpbl 6e30MmacHoCTM
CTOPOHHUX CEPTUOUKATOB a4MUHUCTPATOP MOKET BbINOAHWUTL 06HOBAEHUWE cepTudmKaTa SSL camocTonTenbHo. s 3Toro
cnefyet BbINYCTUTb COBCTBEHHbIN cepTudmKat (cepTudukaT YL, AOMEHHbIN, CaMOMNOAMNMCAHHbIA WAM MHOW TUN
cepTudukara).

1. Ckonupyite ¢ainbl  Welcome.recfaces.com.key un Welcome.recfaces.com_bundle.crt B nanky
C:\RECFACES\[Id-Welcome]\AUX_APP\SRV\nginx\ssl

2. Nepe3anycTuTe cepBUc cepsepa Nginx.

3. CepTudukat byaet 06HOB/EH, N HEOBXOAMMbIE CEPBUCHbIE NPOLEAYPbI BbINOAHEHDI.

Id-Welcome@recfaces.ru — TexHuuyecKkan noaaepKKa no npoayKrty 7
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3 ABAPUMUHBIE CUTYALUU

Cuctema obecneunBaeT KOPpeKTHYO 06paboTKy aBapuiiHbIX CUTyaLMM, BbI3BaHHbIX HEBEPHbIMU AENCTBUAMM
AOMUHUCTPATOPa, HeBepHbIM GOPMATOM UAM HeZOMYyCTUMBbIMU 3HAYEHUAMM BXOAHbIX AQHHbIX. B yKasaHHbIX cayvasx
PelweHue BblJaeT COOTBETCTBYOLME aBapUitHble coobLeHna B UHTepdeinc AamuHucTpaTopa nnm Onepatopa, nocse yero
BO3BpallaeTcs B paboyee COCTOSHWE, MpefLIecTBOBaBLUEE HEBEPHOM (HeZoMyCTUMON) KOMAHAE WM HEKOPPEKTHOMY
BBOAY AaHHbIX. ABapuiHble CUTYyaLMW MOTyT BO3HMKATb KaK M3-32 OWMOOK B MPOrpamMmHbIX MPOAYKTaX, TaK U M3-3a
HEenpaBWU/IbHOM HAaCTPOMKM.

Mpu3HaKaMu aBapuUMHOM CUTyaL MU ABNAIOTCA:

1. OTcyTCTBME Ha 3KpaHe HEOBXOAMMOM CTPAHULbI;
2. Hanuuune OKOH C yBEAOMNEHUAMM O HELITAaTHOW CUTYaLMK;
3. Hanuuume OKOH C HEYMTAEMbIMW COOBLLEHMAMM Ha A3bIKe, OTJIMYHOM OT UCMO/Ib3YEMOTO;

4, CoobueHure 06 oTCyTCTBUM NPaB Ha AeUCTBUA.
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4 CNYXBA TEXHUYECKOW NOALEPXKU

Ecnv npw akecnayatauum CUCTEMbI Y Bac BO3HUKIM AONOHUTENbHbIE BOMPOCHI UM Y Bac NOsBMAACh Npobiema,
Bbl MOXeTe 06paTUTbCA B NMUCbMEHHON Gopme B CAYyKOYy TeXHUYECKON noaaepskku. [ns 3Toro HeobxoAMMO HaxaTb Ha
KHOMKY C M306parkeHMem KOHBepTa B HUMKHEN NpaBol YacTu aKpaHa (P1cyHOK 3) M oTNPaBuTb NMCbMO No e-mail.

RU - O = >

PucyHoK 3. Cnyx6a noapep:ku

TaKKe MOKHO 03HaKOMMUTLCA C AOCTYMHON MHPOpMaLmen Ha caiiTe www.recfaces.ru.

ﬂ BHUMAHME! [nsa 6bICTPOrO M KOPPEKTHOro OTBeTa Mpocbba B NUCbMe YKas3biBaTb HOMEpP Bepcum,

HaxopAwelica B okHe «UHPopmauua o Cucteme» (PUCYHOK 4).

$ MHOOPMALIUA O CUCTEME

CepuiiHblit HoMep:
Craryc: AKTUBHA
Pexum: Tpuan

UpeHTudukarop obopygoranHus:

[laTa oKoHYaHus TpuanbHoro nepuoga: 05.06

Bepcua: 2.14 2 3-10.13_49

3arpy3uTb NTMLEH3MOHHbIN KNIOY

PucyHok 4. Homep Bepcum
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