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1 CBEAEHUNA O HEOBXOAUMOM MNEPCOHANE

CneunanbHbix TpeboBaHWI K NepcoHany He npeabAsaseTca. AGMUHUCTPATOPY HEOBXOAUMO BNaAETb OCHOBaMMU
CETEBbIX TEXHOJIOTMIA, HaBblIkaMn 6a30BON HACTPOMKK onepauMoHHbIX cuctem MS Windows 1 cemelictea Linux: Ubuntu u
Astra Linux, BK/IO4ana YCTaHOBKY npukaagHoro MO, a TakXKe 3HaTb OCHOBHblE MPWMHLMMBI  PaboTbl CO
cneuunannsnpoBaHHbim obopyaoBaHuem (ceTeBbiM 060OpPYAOBaHMEM, KaMepamu, MOHUTOPAMW, MPOEKTOpaMu U T. A.).
ALMMWHAUCTPATOPbI M MOSBb30BATENN CUCTEMBI OOJIXKHbI U3Y4YUTb PYKOBOACTBA afMMHUCTPATOpPa M OMepatopa U UMETb
npeacraBieHne o paboTe OCHOBHbIX MHTEPHET-TEXHO/IOTUI, O COOTBETCTBYHOLLLEN TEPMUHOIOMUM, @ TaKKe AO0/KHbI UMETb
npeacTaBieHMe O NPUHLMMNAX PaboTbl CAUTOB U NPUIONKEHUN.

Heobxoaumas KBaanduKkauma cneymuanmcta nogTeepxKaaeTca cepTudurKkaTtom no Kypcy:

Id-Gate. 3 nekumna. AGMUHUCTPUPOBAHMNE U TOHKAA HaCTPOMKa

Ha oduumanbHom caitte KomnaHum www.recfaces.ru npegcraBneH pasgen «O6yyeHue» C pacnucaHuem
03HaKOMMTE/IbHbIX U O06yuyallmx Be6MHAPOB, PEryisipHO NPOBOAUMBIX TEXHUYECKMMU CneLuanucTamu
KomMmnaHuu. [1nA 3anucu Ha UHTepecyIoLNiA Be6MHAP HYXKHO 3aNo/HMTb U OTNPaBUTb Gopmy 3asBKMU B pa3gene
«06yuyeHune».

2 TEXHWYECKOE U CEPBUCHOE OBCNYXKUBAHMUE

TexHuyeckoe ob6cayKMBaHMe CUCTEMbI AO/IKHO BbIMOAHATCA ANA obecnedeHUs TPeboBaHWUI HAZEHKHOCTU WU
rOTOBHOCTU K paboTe, NnogaepaHna 1 BOCCTAaHOBEHUA paboTocnocobHOCTH, YCTPaHEHWNA HEMCNPABHOCTEN, BO3HUKLLMX
B paboTe MAM BbIABAEHHbIX NPU OBCNYKMBaHMM BbllweyKasaHHOW MO, a TaKKe KOHCYNbTMPOBaHWA Mojb3oBaTenein u
y4YacTHMKOB no paboTe ¢ MNO.

1. TexHuueckoe ob6cny:kuBaHue Cuctembl BKAOUYaeT B cebs caeayoume Buapl pabor:
1.1 KomnneKcHoe CMCTEMHOE CONPOBOXKAEHME annapaTHOM YacTu:

Ta6nuua 1. ConpoBoKaeHMe annapaTHOM YacTu

KomnnekcHoe conposoxgeHue annapaTHoﬁ 4acThy, nposepka
COCTOAHUA yCTpOﬁCTBa, CBOEBpPEMEHHAA 3aMeHa Bblweawmnx u3 ctpoa ExepgHesHO
Y310B annapaTtHOro Komn/jsiekca

1.2 TexHun4yeckoe conpoBoXxaeHne Cucrembl

Tabnuua 2. ConposoxkaeHue npuknagHoro NO

ExkegHeEBHO (B aBTOMATMYECKOM pexnme)
PesepsHoe KonvposaHue 6asbl faHHbIX
Pa3 B mecAy, (B pyyHOM perkmume)

Pe3epBHOe KonMpoBaHWe onepaTUBHbIX AaHHbIX Exxemeca4yHo

Id-Gate@recfaces.ru — TexHMYecKas NoAAEPKKA N0 NPOAYKTY 3
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CocraB pabot MepnoanyHoOCTb
OumnCTKa onepaTUBHbIX AAaHHbIX PerynapHocTb onpeaenaerca KAMeHTOM
OumnCTKa apXMBHbBIX AAHHbIX PerynapHocTb onpeaenaerca KAMEHTOM

MogaepHu3aumMa HacTpoeK Kamep M cepsepa npenobpaboTkn Buaeo

N Mpu HeobxoaMmocTn
npu USMeHeHUn yci1oBNN NepBOHAYa/IbHOTO MOHTaXa

YcTaHoBKa 06HoBEeHUI MO Mpwn HeobxoaMmoCTH
YcTpaHeHue HecooTBeTCTBUI GYHKLMOHMpPOBaHMA MO Mpu HeobxoaMmocTn

OkasaHue nopgepKku agmuHuctpatopy MO B peweHun npobnem,

o Mpwn HeobxoamMmocTu
He AB/IAIOLLMXCA CIeACTBUEM HEKOPPEKTHOW paboTbl MO CucTembl

- AHaNW3 }KypHanoB paboTbl ONepaLoHHOW CUCTEMBI; Pa3 B Hegento /

- AHanu3 KypHanoB paboTbl NPOrpaMMHO YacTU KOMMIEKCa; Mpu HeobxoaMMOCTH

- AHa N3 BbINONHEHUA PerynapHbIX 3a4a4 pe3epBHOro KONMPOBAHUA;

- CoCTOosiHVME AWMCKOBOM MOACUCTEMbI, HANNYME AOCTYMHOMO AMCKOBOIO
NpocTpaHcTBa Aaa paboTbl NMPOrPaMMHOFO KOMMJ/IEKCA M BbINOAHEHUA
onepauuii pesepBHOro KOMMPOBAHUS; Pa3 B mecsL,

- AHanun3 coctoAHmMA cepsepHoro MNO;

- AHa/IM3 CpoKa AencTens NnueHsnin ncnonbsyemoro MNo;

- MNpoBepka cpoka aenctensa SSL ceptndurkara Pa3 B mecaL,

2. Tpe6oBaHua no o6HoBneHuto MO Cucrembli:
2.1. KnueHT BbINnonHAeT 06HoBeHWe Bepcum MO CUCTEMbI CAMOCTOATESbHO;

2.2. Mpwn obHoBNEHMM Bepcumn MO Cuctembl ¢ npusaedeHrem WUCNOAHUTENA KAWEHT AOMXMEH NpeaocTaBuTb
McnonHuTento focTyn K cepsepam 06beKToB A5 OCyLLeCTBAEHUA paboT no obHosieHMo Bepcum MO;

2.3. BbinosiHeHMe paboT no obHoBAeHUo Bepcuu MO Cuctembl He AO/IKHO HapywaTb paboTocnocobHocTb MO.
Mpn HeobxoANMMOCTU NpoBeseHNs PaboT, CBA3AHHbIX C OCTAHOBKOM paboTbl MO, BPpeMA U CPOK BbIMOAHEHWUS TaKUX paboT
O0/1KeH ObITb COMNAcoBaH C KAUEHTOM.

3. Tpe60BaHMA K pe3epBHOMY KONMUPOBAHUIO
3.1. Ha cepBepe peryasapHO BbINOAHAETCA OnepaLms pe3epBHOro KoNMpPoBaHMUA:

e  6as AaHHbIX;

e  ($allNoBOro XPaHUNNLLA;

o web-npunoxeHui;

e ucrnosiHAembIX ¢anaoB 1 KOHPUrypaumMoHHbIx paiinos MNO.

Id-Gate@recfaces.ru — TexHU4Yeckasa NoAAeprKKa No NPOAYKTY 4
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3.2. Pe3sepBHOE KOMMWPOBAHME BbIMNOJIHAETCA MO PacnopPAAKY,

TpeboBaHuin, npegbasnsemsbix K MO.

YCTAaHOB/NIEHHOMY K/IMEHTOM, MCX04A W3

Ta6bauuya 3. Mpumep pacnopaaKa pe3epBHOro KONUPOBaHUA

MNoacucremsl KoNMpPoBaHUA ExxeaHeBHO

CpoK xpaHeHna —

ba3sa AaHHbIX
A 2 Hepenu

CpoK xpaHeHna —
2 Hepenwm,

WHKpEeMeHTaNbHble
pe3epBHble Konuu

daitnoBoe XxpaHuauLLe

Mpn HeobxoANMOCTH U

Web-npunoxeHue
obHOoBNEHUMU

NcnonHaembix pannos m
KOHOUIYPaLMOHHbIX
¢daiinos Cucremol

Mpn HeobxogMMOCTH U
obHOoBNEHUMU

OnepauunoHHasa cuctema ExxemecsyHo

ExxeHepenbHo

CpoK xpaHeHua — 1 mecay,

Het

Het

Het

Het

ExxemecayHo

CpoK xpaHeHua — 3 roga

CpoK xpaHeHua —
6 mecaues

Het

Het

Het

3.3. Pe3epBHOE KOMMPOBAHWE BbIMOHAETCA WTATHLIMM CPEACTBaMU. Pe3epBHbIE KOMUKM XPaHATCA Ha cepBepe Ha

OTAENbHO BblAE/IEHHOM KEeCTKOM AMCKe pasmepom He meHee 3 T6 (CpOK XpaHeHuA onpeaenseTcs cornacHo tTabauue 3).

3.4. Pe3epBHOEe KONMpoOBaHUe OﬂepaLl,MOHHOI‘;I CUCTeMbI ocyulecTBnaeTt cny>K6a 3KCnAyaTaunn KNneHTa.

3.5. BoccTtaHoBeHUe pa6OTOCFIOCO6HOCTVI npunoxeHna us3 pe3epBH0171 KON OCyLWecTBaAaeTcA KANEeHTOM

CaMOCTOATENNIbHO.

3.6. Mpwn HEO6X0,£I,MMOCTM KANEHT MOXET NpuBJEKaTb CTOPOHHEro McnonHuTena, BKAKOYAA TEXHUYECKYHO

noaaepky paspabotunka MO.
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2.1 OBHOBJ/IEHUE SSL CEPTUDUKATA

PeweHune ncnonbsyet wudposaHne npu obmeHe JaHHbIMU MeXAY COBCTBEHHbIMM KOMMOHEHTAMM, KANEHTaMMU
W BHELWHWMM NOAKAOYAEMbIMU cUCTEMAMMU. Mpu 3TOM Mcnonb3ytoTca SSL cepTUdUKATbI, KOTOPbIE UMEIOT OrPaHNYEHHbIN
cpok genctema 1 rog. KomnaHusa Pekdaiicuc npesocTaBaseT NoAb30BaTENAM PELUEHUI CNeLManbHbll MakeT 06HOBAEHNA.

1. ina nonyyeHnn obHOBNEHUA CefyeT 3aiTu Ha caiT https://ds.recfaces.com co cBoeit y4eTHOM 3anucbio.
2. 3aiTu B pa3aen «3arpysku».

3. B pasgene |d-Gate 3aiiTi B cekumio « ANcTpubyTnBbI ANA yCTaHOBKM» (PucyHOK 1).

ONCTPUBYTUBbI /19 YCTAHOBKW

OuctpubyTtue id-gate-terminal-2.14.314-2203301608 RU

.

Pazmep: 249.16 Mb
MD5: Oelaef92a9657544a7245¢d90b07f57fd

MakeT NprUNoXeHnin 4Na TepMuHana * Bepcua: 214.314
+ [fara: 30.03.2022

OucTtpubyTtue Id-Gate_2.14.314_20220330-11.09 RU

* Bepcua: 214.314
* [fara: 30.03.2022

O6HoBneHHbIn cepTudumkaT Id-Gate RU /

Pazmep: 5.05 Mb
MD5: bOcc2f99f8fbc639f747e4f86d0a1325

Pazmep: 2.99 GB
MD5: b1e2090810093c55f8f2fa03fc2f63a6

.

Dann yCcTaHOBKK HOBOrO CepTudukata Bepcua: 1.0

* [Nata: 09.06.2022

Apantep Sigur RU

Apantep gna Sigur + Bepcua: 1.0 Pazmep: 7,04 Mb

* fata: 01.08.2022

MokazaTs apxuBHEIE BEPCUN

PucyHoK 1. Pasgen anctpubyTnMBoB Ha caifTe 3arpy3Kku ds.recfaces.com

4. BbibpaTtb 610K «O6HOBAEHHbIN cepTUdUKaAT |d-Gate» 1 HarKaTb «CKayaTb».

5. B OTKpbIBLIEMCA OKHE BblbepUTE UCTOYHMK 3arpy3kn (no ymondanuto ds.recfaces.com) (PucyHok 2).

Ob6HoBneHHbIN cepTudhukar Id-Gate RU

@aiin YCTaHOBKW HOBOMO cepTudiMKaTa
¢ Bepcwa: 1.0 + Pazmep: 5.05 Mb
« [ara: 09.06.2022 « MDE: bOcc2f99fBfbc639f747e4fB6dDa1325

DS.RECFACES.COM

PuUcyHOK 2. OKHO Bbl60pa UCTOYHMKA 3arpy3Ku

6. CKonupyiTe 3arpyxeHHbll ¢aiin Ha cepBep A4pPa PeLlEHUs.

7. BbINONHWUTE CKadaHHbIM dailn Ha cepBepe agpa peweHus C npasamyv agAMMHUCTPATOPa W AOXAUTECH
OKOHYaHMA BbINOSIHEHMSA MPOLLECCa YCTaHOBKM.

8. Mo OKOHYaHMM paboTbl yTUAUTLI 06HOBAEHMA cepTUdUKAT byaeT oOHOBAEH U HeobxoAWMble CepBUCHble
npoueaypbl BbINOAHEHSI.

Id-Gate@recfaces.ru — TexHU4YeCKan noagepKka no NPoayKTy 6
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2.1.1 CAMOCTOATE/IbHOE OBHOBJ/IEHUE CEPTUDUKATA SSL

Onsa obHoBneHus SSL cepTudmkata npu HeAONYCTMMOCTM YCTAHOBKM B 3aKpbITble KOHTypbl 6e3omnacHocTu
CTOPOHHUX CEPTUDUKATOB aAMUHUCTPATOP MOXKET BbINONHUTL 06HOBAEHWE cepTudMKaTa SSL camocToATenbHO. Jaa 3Toro
cnepyet BbIMYCTUTb COBCTBEHHbIM cepTuduMKaT (cepTudmkaT YL, LOMEHHbIN, CamonoanucaHHbIM WAM MHOW TUN
ceptTudmKara).

1. CronupyiTte dainbl gate.recfaces.com.key n gate.recfaces.com_bundle.crt 8 nanky C:\RECFACES\[Id-
Gate]\AUX_APP\SRV\nginx\ss|

2. MepesanycTuTe cepBUC cepBepa nginx.

3. Ceptudukat byaet obHOBNEH, M HEODXOAUMbBIE CEPBUCHbIE NPOLEAYPbl BbIMONHEHbI.

Id-Gate@recfaces.ru — TexHU4YeCKan noagepKka no NPoayKTy 7
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3 ABAPUWUHBIE CUTYALUU

Cuctema obecneumBaeT KOpPpPeKTHyt0 06paboTKy aBapuUMHbIX CUTyaLMi, BbI3BaHHbIX HEBEPHbIMU AEeACTBUAMM
AgMUHUCTPATOPa, HeBepHbIM GOPMATOM WKW HEeZOMYCTUMbIMU 3HAYEHUAMM BXOAHbIX AaHHbIX. B yKasaHHbIX cayyasnx
PelleHure BblgaeT COOTBETCTBYHOLLME aBAPUMHbIE COOOLLEHMA B UHTepdeNnc AAMUHMUCTPaTopa uam Onepatopa, noc/e Yero
BO3BpallaeTcA B paboyee cocTosHMe, NpealecTBoBaBLIee HeBEpPHOM (HeZonycTUMOM) KOMaHAEe WAW HEKOPPEeKTHOMY
BBOAY AaHHbIX. ABapuilHble CUTyaLMM MOFYT BO3HMKaTb KaK M3-3a OWMOOK B MPOrpaMmHbIX NPOAyKTax, Tak M M3-3a
HenpaBW/IbHOW HAaCTPOMKN.

Mpr3HaKaMuM aBapUMHOM CUTYaLLMM ABAAIOTCA:

1. OTcyTcTBME Ha 3KpaHEe HEOBXOAMMOM CTPaHULbI;

2. Hasnnuune OKOH C yBEAOMNEHUAMM O HELUTATHON CUTyaLMK;

3. Hanuuune OKOH C HEUUTAEMbIMU COOBLLEHUAMM Ha A3bIKE, OTIMYHOM OT UCMOJ/Ib3YEMOTO;

4. CoobueHune 06 OTCYTCTBUM NpPaB Ha AEeNCTBUA.

Id-Gate@recfaces.ru — TexHU4YeCKan noagepKka no NPoayKTy 8
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4 CNYXXBA TEXHWYECKOM NOAAEPKKU

Ecnv npwm akcnyataumm CUCTEMBI Y Bac BO3SHWUK/IM LOMNONHUTE/IbHBIE BONPOCHI UK Y Bac NossBuaack npobaema,
Bbl MOXKeTe 06paTUTbCA B NUCbMEHHOM dopme B CNyKBy TeXHUYECKOW NoadepKKu. [ns aToro HeobxoAMMO HaxKaTb Ha
Hagnuck «Cny»kba NnoaaepKKM» B HAXKHEN NPaBoit YacTu 3KpaHa (P1cyHOK 3) n oTnpaBWTb MMCbMO NO e-mail.

RU - O =

Copyright 2ld-Gate 2022

PucyHok 3. Cnyxk6a noagepku

TaKKe MOXKHO 03HAKOMUTLCA C AOCTYNHOM MHPOpPMaLMel Ha calite www.recfaces.ru.

ﬂ BHUMAHME! [ns 6biCTpOro M KOPPEKTHOro oTBeTa npocbba B NUCbme YKasbiBaTb HOMep Bepcum,

HaxogAwelica B okHe «MHbopmauma o Cucteme» (PUCyHOK 4).

$ MHOOPMALIUA O CUCTEME

CepuiiHblit HoMep:

Craryc: AKTUBHA

Pexum: Tpuan

UpeHTudukarop obopygoranHus:

[laTa oKoHYaHus TpuanbHoro nepuoga: 05.06

Bepcus: 2.14.314-2 3-10.13_49

3arpy3uTb NTMLEH3MOHHbIN KNIOY

PucyHok 4. Homep Bepcumn

Id-Gate@recfaces.ru — TexHMYecKas NoAAepHKKa MO NPOAYKTY 9
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