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2 BBEAEHWUE

2.1 HA3SHAYEHWUE OOKYMEHTA

HacToAawmin AOKYMEHT npeacTaBnseT coboi PYKOBOACTBO MO ObICTPOM YCTaHOBKE M aKTMBALMMW JIMLEH3UM
PeweHus «ld-Guard» (nanee no TekcTy — PeweHue) v COAePsKUT NOLLAroBble MHCTPYKUMU U NOACHEHWUA MO OCHOBHbIM
3Tanam.

2.2 YPOBEHb NOAIrOTOBKU NMNOJZIb3OBATE/A

AOMUHUCTPATOPbl PelleHnsa [OMKHbI M3YUMTb HacTosLLee PYKOBOACTBO M MMeTb MpeacTaBieHMe o pabote
OCHOBHbIX MHTEPHET-TEXHO/IOTUI, O COOTBETCTBYIOWEN TEPMWHOMOMMM, A TaK¥Ke [O/KHbl MMETb NpeacTaBNeHUE O
npuvHUMNax paboTbl CalToB M  NpuaoXKeHwi. [onb3oBaTento HeobXxoAMMO BnafeTb HaBblkaMu  paboTbl  co
cneuyanMsnpoBaHHbIM 060pyA0BaHMEM (Kamepamu, TepMUHANAMM SOCTYNa, MOHUTOPAMM, MPOEKTOPaMM U T.4,).

Heobxoaumasn KBanuduKauma cnewmanmcrTa NOATBEPIKAAETCA CepTUPUKATOM MO Kypcey:
Id-Guard. 3 nekuma. AGMUHUCTPUPOBaHUE U TOHKAA HaCTPOMKa

Ha oduumanbHom caiite KomnaHum www.recfaces.ru npegcraBneH paspen «Ob6yyeHue» C pacnucaHuem
03HaKOMMUTENbHbIX U Ob6y4yalolwmux Be6GUMHAPOB, PeryiapHO MNPOBOAUMbBIX TEXHUYECKMMMU CneuuanucTamu

KOMMaHuKU. A8 3anucy Ha UHTepecylowWwuii BeGUHAP HY}KHO 3aN0/IHUTb U OTNPaBUTbL GOpMyY 3aABKMU B pa3gene

Id-Guard@recfaces.ru — TexHuueckas nogaep:KKa No NPOAYKTY 3
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2.3 PEKOMEHAYEMbIA NOPAAOK AENCTBUA ONA YCTAHOBKU U
HACTPOUKU CUCTEMDI

WK NGO REWDN R

e o
O D WNRFE O

YcTaHOBUTL Ha cepBep(a) Aapo u cepsep(a) NpenobpaboTkm BMAeO (Tpekepbl) CUCTEMbI;
YCTaHOBUTb NPUIOKEHUE Ha MOBU/IBHOE YCTPOICTBO (OTAE/IbHOE PYKOBOACTBO);

3aiTn B nHTEpdeiic passepHyTol CUcTeMbl Ha CBOM cepBep no aapecy guard.recfaces.com;
JlnueHsnposaTb Cuctemy;

HacTpouTb TOYKKM JOCTYNa;

MoAKAYNUTL U HAaCTPOUTL YCTPOICTBA (OTAEbHbIE PYKOBOACTBA);

MoaKN4YNTL U HACTPOUTL Kamepbl;

3ano/IHUTb AN MMNOPTUPOBATL basy AaHHbIX UL, (Npu HeobxoamMmocTH);

3anoNHUTb A UMNOPTUPOBATL AAHHbIE O PEXMME NPUX0AA M YX043 NO KaXKA0MY COTPYOHUKY;

. BHecTM nnm umnopTtrMpoBsaTb CNUCKKU AOCTYNa, YPOBHW AOCTYNA, AO/XKHOCTU, NogpasaeneHuns;

. HactpouTb 3KcnopT AaHHbIX 0 paKTax NpPoxoaa, yBeLAOMNAEHUS UAN UHTErpaLMIo ¢ cuctemamm YPB;
. Hactpoutb Cuctemy 1 napameTpbl CPaBHEHUS;

. HactpouTb pe3epBHOe KONMpOBaHME U BOCCTAHOBJIEHUE;

. HacTpouTb 04MCTKY AaHHbIX;

. [poBepuTb NNaHMPOBLUMK 3a4a4;

. MpeaocTaBnTb AOCTYN K CUCTEME COTPYAHMKaM (Mpu HeobXxoaMMOoCTH).

MoapobHee 0 peKOMeEHAYEMOM MOPAAKE OEUCTBMIA 03HAKOMbTECH C PYKOBOACTBOM aMMHUCTPATOPA.

PyKkoBoACTBa aAMMHMUCTPATOpa M MOMb30BaTeNA MOCAE WMHCTANNAUMM pelleHna 6yayT AOCTYMHbl B nanke
C:\\RECFACES\DOCS\RU\

[na npensapuTenbHOM 3arpyskM  AOKYMEHTauMM [0 YCTaHOBKM CKauvaliTe ee ¢ nopTana 3arpysku
https://ds.recfaces.com/
Id-Guard@recfaces.ru — TexHuueckas NnoAaepsKKa no nNPoayKTy 4
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3 YCTAHOBKA U TUMUEH3UPOBAHWUE CUCTEMDI

3.1 ObWAA UHOOPMALUA

O6paboTka 6MOMETPUYECKON NNLEBOI MHbOpMaLMKM TpebyeT 3HAUYUTENbHOrO KONMYECTBA BbIYMCAUTENbHbIX
pecypcoB. XapaKTepuCTUKM cepBepa HamnpsAMyl0 3aBUCAT OT KosudyectBa obpabatbiBaemoit Cuctemol MHdOpMaLmm,
Mosly4eHHOM ¢ Kamep. MpUMepHbIit pacyeT 418 Hanbonee YacTbiX 3HaYeHMI NpeacTasneH B Tabauue 1.

Tabnuua 1. Tpe6oBaHuUA K cepBepy

1 5 16 600 240
2 6 16 700 240
3 8 16 700 240
5 10 32 800 240
7 14 32 900 240
10 18 64 1000 240

OnepaumoHHaa cuctema: Windows 10 Pro (2004 w Bbllle, COrNacHO CPOKAaM OKOHYaHWUA MNOAAEPMHKKU
onepaumoHHbIx cuctem), Windows Server 2016/2019 v Bbiwe, Ubuntu 20.04 nau Bbiwe, Astra Linux 1.7 SE. YyeTHas 3anucb
(norvH/naponb), B T.M. ANA yAaNeHHOTO MOJIb30BaTeNA, [AO/KHbI OCTaBaTbCA HEM3MEHHbIMU Ha MPOTAMKEHWE BCeW
WHCTaNNAuMKU. YyeTHaa 3anuce (10rMH/naponb) Ao/KHbI NO3BOMATL MOBbLIWATL NPUBUAETMM A0 AOMUHUCTPaTOpa npu
HeobxoaAnMMOoCTw.

He ponxHo 6bITb npeaycraHoB/E€HO:

e  Postgre SQL;

e  Rabbit MQ;

e Redis;

e  Web server ucnonb3ytowmii 80 u 443 nopTbl.

B cnyyae yCTaHOBKM BCEX KOMMOHEHTOB Ha cepBep Heobxogumo ybeauTbCsi, YTO Ha cCepBepe YCTaHOB/EH
WHTepHeT-b6pay3ep Google Chrome nocneaHel Bepcun M y NoAb30BaTeNN €CTb A0CTYyN K CucTeme (NOrMH M Naponb ans
BXOZa) B COOTBETCTBUM C €ro NOJHOMOUYMNAMM, 3 3aTEM 3aMNyCTUTb YCTAHOBLUMK CUCTEMBI.

BHMMAHMUE! Ecam y Bac Ha MK 3anyLieH aHTUBUPYC, TO A1 KOPPEKTHOM YyCTaHOBKM Cuctembl Heob6xoamumo ero
OTKNOUUTb. [NA KOPPEKTHOM paboTbl CucTeMbl HEO6X0AMMO TaKKe paspelunTtb nHctannatopy Id-Guard gocryn
Ha pepakTuposaHue B daiine hosts.

BHMMAHUE! Mepen ycTaHOBKOW NpoBepbTe COOTBETCTBME YACOBOro MNosAca, HACTPOMKM AaTbl U BpeMeHU

cepBepa Ha cooTBeTCTBUE AalleeﬁLl.IMM ycnosmam aKkcnayataumu. MeHaTtb HaCTpOﬁKM AdTbl, BpemeHu "

4acoBOro nofAca B npouecce aKCcn/ayatTaumnm He pekomeHayeTtca.

Id-Guard@recfaces.ru — TexHM4eckasn Nnoanep KKa no NPoayKTy 5



mailto:Id-Guard@recfaces.ru
http://www.recfaces.ru/

Pekdeitcuc/Id-Guard/PykoBoacTBo No HbICTPOM yCTaHOBKE www.recfaces.ru

ﬂ BHUMAHMUE! 3adukcupyiite uma cepBepa U He MeHAITe ero nocsie YCTAaHOBKU U B NPOLLEecce 3KCnayaTauuu

peweHus Bo usbexxaHune npekpaleHua pabotocnocobHOCTU.

3.2 YCTAHOBKA CUCTEMDbI

3.2.1 YCTAHOBKA HA OC WINDOWS

Ona yctaHoBkM CucTemMbl HeoBXOAMMO 3amnycTUTb YCTaHOBOYHbIM dain  «ld-Guard_Nesepcuu.exe». BHe
3aBMCMMOCTM OT TOTO, AN KaKoW ponn ycTaHasamBaeTcs |d-Guard (cepsep wam cepsep NpeayCcTaHOBKM BUAEO (Tpekep),
yCTaHOBKa NPOM3BOAUTCA U3 eAMHOIo AUCTPUBYTMBa. YcTaHoBKa Id-Guard Core npon3BoanTCA Ha cepBepe, KOTopblii byaeT
3KCNNYaTMPOBATLCA A4/ PaboTbl ¢ PelueHnem.

Ecnu Ha ycTpoiicTBe BKIHOYEH KOHTPOJ/Ib YUYETHbIX 3anunceii, To 0TOBParkaeTca OKHO C NOATBEPKAEHUEM BHECEHUA
n3meHeHui (PUCYHOK 1).

KeHTpons yueTHbIX 3anucei *

PaspelunTb 3TOMY NPUAOXKEHUIO OT
HEU3BECTHOrO M3jaTeNs BHOCUTb U3MeHeHWs
Ha BalleM ycTpoicTe?

Id-Guard_2.9.269_20200401-11.14.exe

WMzaatens: HeT gaHHbIx
WecTounuk daina: XecTkuid AMCK KOMNBHOTEPA

MoapobHee

PucyHoK 1. MoaTrBeprKaeHne BHECEHUA USMEHEHUIT NPU KOHTPOJIe yYeTHbIX 3anucei

[na npofonKeHna HeobX0AMMO HaxKaTb Ha KHOMKY «/la». Mpu HaXkaTUKM Ha KHOMKY « HeT» NpoL,ecc ycTaHOBKM He
byaeT 3anyLueH.

Mocne 3anycka byaeT npeanoxeHo BbibpaTb A3bIK YCTAaHOBKM (PUCYHOK 2). Mo ymon4aHuto BbiOpaH AHIANIACKUIA.
BbibepuTe HYKHbIN A3bIK U HaXXMUTe «OK» ana NpoaoaKeHUs Uamn HaxmuTe «Cancel» gna oTMeHbl YCTaHOBKM.

Installer Language x
(:i-‘- Please select a language.
L
English ~
Cancel

PucyHOK 2. OKHO Bbli6opa A3biKa
JocTynHble BapuaHTbl: AHTANMNUCKMIA, McnaHCKuiA, PyccKuii.

BHumaHue! BbibpaHHbIi A3bIK ByAeT yCTaHOB/IEH MO YMOMYaHUo Ansa uHTepdelica CUCTEMbI MU HE MOXKET bbiTb
nameHeH AAMUHUCTPATOPOM A0 YCNELHOro AMLLeH3MpoBaHna Cuctemolt.

Id-Guard@recfaces.ru — TexHuueckas NoAAepsKKa no NPoAyKTy 6
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Ha cnepytowem ware yctaHoBKkM Id-Guard oTkpoeTcs OKHO npuseTcTBus (PUCYHOK 3), B KOTOpOM HeEOBX0AMMO
HakaTb Ha KHOMKY «[anee» gna npoAo/KeHUn yCTaHOBKM. Mpy HaxaTuM Ha KHOMKY « OTMeHa» NpoLLecc yCTaHOBKK byaeT

npepsaH, a YCTaHOBKa 6y,D,ET npeKpawleHa.
() |d-Guard

Bac npuBetcTBYyeT Mactep
ycraHoBku Id-Guard

3Ta nporpamma ycTtaHosuT Id-Guard Ha Baw KoMnbioTep.

Mepea Ha4anoM yCTaHOBKM PEKOMEHAYETCA 38KPbITh BCE
paGOTa»oume NPUNOXKEHNA,

HaxmuTe KHonky “flanee” AN\ NPOAOIKEHUA.

Aanee > OTmMeHa

PucyHok 3. MpusBeTtcTBmMe nporpammbl YCTAaHOBKU

[anee oTkpoeTca cTpaHuLa «J/IMLEH3MOHHOEe CornaleHne», rae CoAepKUTCA TEKCT NLLEH3MOHHOIO cornalleHmsa

(PnucyHOK 4).

[ 53)
Ivuensuornoe cornawetne
Mepen ycraHoskoi Id-Guard 03HaKOMETEME © MMUEHIMOHHEIM
COrNELWEHMEN,

[N NepeMeLLLEHUA Mo TEKCTY MOoNb3yiTe knaeuw PageUp” u "PageDown™,

JHITEH3HOHHOE COTVIAIITEHHE C KOHEYHBIM £
IIOJIb30BATEEM (EULA)

BHIMAHUE: [IOKATIVHCTA, IIPOYTHTE 3TOT
JOKYMEHT [TEPE]] VCTAHOBKOU JIMITEH3HOHHOT O
IMPOIPAMMHOI'O OBECTIEUEHM A

Hactoamee JTHITEHIHOHHOS COTITameHHe c HOHETHEIM w

Ecim Bbl MPMHAMEETE YCNOBWA COMMALIEHMA, HEXMUTE KHonKy TipuHmato ™, Yol
YCTEHOBWTE MPorpamMMy, HeoBX0AMMO MPMHATE COrNaLLEHME,

< Hazaa MprHUMERD OTtmexa

PuUcyHOK 4. JIneH3MoHHOe cornaweHume

[na noaTseprKaeHUs cornacua ¢ «/IMLEH3MOHHbIM COrNaleHnemM» He0bX0AMMO HaXKaTb Ha KHOMKY «MpuHUMato».
MpK HaxKaTUM Ha KHOMKY «Hasag» npousoiiaeT Bo3BpaT K OKHY NPMBETCTBMA. MpKu HaxKaTUKM Ha KHoNKy «OTmeHa» npouecc

YCTaHOBKM ByAeT npepBaH, a ycTaHOBKa byZeT OTMeHeHa.
Ha cneaytowem ware (PUcyHOK 5) BbibepuTe cnocob ycTaHOBKM:

CTaHpapTHaA YCTaHOBKA — 6a3a AaHHbIX yCTaHaB/AMBaETCA BMeCTe C A4POM JI0KanbHO. Takoi cnocob
pekomeHayeTca ans 60NbLWMHCTBA NPUMEHEHMI (AeMO, NepBMYHOE Pa3BepTbiBaHME pPeLleHua U T.4).

Id-Guard@recfaces.ru — TexHuueckas NoAAepsKKa no NPoAyKTy
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e YcTaHOBKa cepBepa npenobpaboTku Buaeo (Tpekepa) — B 3TOM ciydae byaeT npessioxKeHo YCTaHOBUTL
ToNbKO cepsep npenobpaboTku. Takoi BapuaHT NOAXOAWUT ANA Pa3BEPTbIBAHWA CUCTEMbI CEPBEPOB
npenobpaboTkn Ha 060cobNEHHBIX CEPBEPAX.

e YCTaHOBKAa C MCNO/Nb30BaHMEM BHeLWHero cepBepa 6a3 AaHHbIX — Takoi cnocob nossonser
MCNOb30BaTb BHELLHIOK 6a3y AaHHbIX HA OTAENbHOM cepBepe. BbibrpaiTe AaHHbIM cnocob TobKo ecnn
3TO NPeAYyCMOTPEHO NPOEKTOM.

L Id-Fit — >

INuerswonHoe cormaweHwe:
Mepen yoraqoekoi Id-Fit 03HaKoMeTECE © MMUEHEMOHHEIM
CornaleH1eM,

Brifiop cnocoba yoTaHoBkI

(C) CTaHnapTHaa yCTaHoEKa
() ¥eTaHoska cepeepa npenofpafoTkn BMaeo

() YcTaHoEKa C MCNoNb30BaHMEN BHEWHErD CEpBEpa fa3 AaHHLIX

< Hasaa OTtrmeHa

PucyHOK 5. Bblbop cnocoba ycTtaHOBKM
Bbibepute oaAnH 13 NPeNOXKEHHbIX BAPUAHTOB U HarkMUTe «anee».

3.21.1 CTAHOAPTHAA YCTAHOBKA

Ha cneayiowem ware, eciM BbibpaHa «CTaHAAPTHAA YCTaHOBKA», Heob6X0AMMO Bbl6paTb KOMMOHEHTbI
yCTaHaB/MBaemoi nporpaMmbl (PUCYHOK 6).

37 1d-Guard — pY
KomMnoHeH T ycTaHasnMBaemMoi NporpaMMs!
BeibepuTte komnoHeHTel Id-Guard, KoTopeie Bol XoTHTE
YCTEHOBHTD.

Bblﬁepwre KOMNOHEHTEI NPOrpaMMbl, KOTOPbIE Bbl XOTUTE YCTaHOBMTD. HaxmuTe KHOMKY
"¥cTaHoBnTh ", 4ToBbl YCTAHOBMTL NPOrpamMMy,

BrifepuTe KOMNOHEHTEI OnmcaHne
MporpamMMbl AN YCTEHOBKM: NTP Server
NTP_Client
[[] Add tracker #01
[[] Add tracker #02
[[] Add tracker #03
[[] Add tracker 204
TpebyeTca Ha ancke: 2.8 [] Add tracker fOS
rbaiir g Add h‘adlcer #06

PUCYHOK 6. BbI6Op KOMMNOHEHTOB ANA YCTAHOBKU

Ha ware Bbl60pa YCTaHaB/1MBaeMbIX KOMMNOHEHT NpeaoCTaBNeHO HECKO/IbKO NYHKTOB:

Id-Guard@recfaces.ru — TexHuueckas NoAAepsKKa no NPoAyKTy 8
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e Core — cepBepHas 4YacTb CMCTEMbl, COCTOALLAA U3 OTAE/bHbIX CEPBUCOB, BKAOYAOLWMX B ceba nHTepdelic
HacCTpoMKM CUCTEMBI, aITOPUTMbI PAcMO3HaBaHMA, AP0 6a3bl AaHHbIX U OTYETbI;

e NTP_Server— cepBep CeTEBOro BpeMeHU. KOMMOHEHT, HeEOBXOaUMbII A8 CUMHXPOHM3aLUMM BPEMEHU Ha
yCTpoMcTBax 1 cepBepax npenobpaboTkun Buaeo c cepsepom Core pelleHus.

e AddTracker #xx — npunokeHue, obpabaTbiBatoLLee BUAECOMOTOK C KAMEpPbI 417 PACNO3HABaHWUA NNLL.

Mpumeuanue: OguH pobaBnaemblit cepeep npeaobpaboTku Buaeo (Tpekep) no3sonser 06paboTaTb NOTOK C
3kamep. Ecm no3sonseT NpoM3BOAUTENBHOCTb BaLLEro CepBepa, Bbl MOXKETe NOCTaBUTb HECKO/IbKO TPEKEPOB,
HapacTUB KO/IMYECTBO Kamep. JN1A OL,eHKU A0oNyCTUMOro KOJIMYecTBa KaMep M TPEeKepoB Ha cepBep cneayet

pyKoBoACTBOBaTbCA Tabnuuen 1.

Mocne nNPUHATUA peleHUs no YCTaHAaBNMBAeMbIM KOMMNOHEHTaM Heo6X0AMMO Ha)KaTb Ha KHOMKY
«YCTaHOBUTbLY» ANIA CTapTa NPoLLecca YCTAHOBKMU. Mpu HaXKaTMM Ha KHOMKY «Hasag» npousoliiaeTt BO3BpaT K Liary «Bbibopa
cnocoba ycTaHoBKM». [pu HaxaTumM Ha KHonKy «OTMeHa» npouecc ycTaHoBkM 6yaeT npepsaH, a ycTaHOBKa OyaeT
npeKkpaweHa.

3.2.1.2 YCTAHOBKA CEPBEPA NPEAOBPABOTKU BUAEO

Ecnm BbibpaHa «YcTaHOBKa cepBepa npeao6paboTku Buaeo», byaeT aocTyneH Beog IP-agpeca cepsepa «ld-
Guard Core» (PucyHok 7). Mo ymonyaHuto ykasaH localhost 127.0.0.1. Ecam Bbl ycTaHaBauBaeTe «Core» u «Tracker»
OLHOBPEMEHHO Ha OAMH CepBep, HUYEro MeHsaTb He TpebyeTtca. EcM yCcTaHABAMBAETCA TOIbKO KOMMOHEHT «Tracker» Ha
oTaenbHbIN cepsep nam MK, To B nosie «IP» Heobxoanmo yKasaTb paktuueckuit IP-agpec cepsepa «Corey.

Mpumeuanme! Mpu ycraHoske «Tracker» Ha otgenbHbint MK 8 daiine \\windows\system32\drivers\etc\hosts

6yper po6aBneHa 3anuUCb XXX.XXX.XXX.Xxxguard.recfaces.com, rge XXX.XXX.XXX.XXX — ¢aKTuyecKuii agpec
cepBepa «Core».

(37 |d-Guard — X

Hacipoiika noaxmouetmna

HacTpoiika NoaAKoYeHns

Bseaute IP anpec Core cepsepa:

IP: [1272. 0 .0 .1 |

<taan [ Gomee> ] | omena

PucyHoK 7. OKHo BBoAa IP-agpeca cepsepa Id-Guard Core

Id-Guard@recfaces.ru — TexHuueckas nogaep:KKa No NPOAYKTY 9
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Mocne NpoBepKku U, ecam HeobxoauMo, U3MeHeHUa nons «IP» HeobxoAMMO HaxkaTb Ha KHonky «[anee» ans
nepexoaa K Lwary Bblbopa KOMNOHEHTOB YCTaHOBKW. B npouecce ycTaHOBKM IP-aapec 1 JOMeH cucTembl byayT 3anucaHbl B
cuctemHom daine hosts. YaaneHne nam pegaktMpoBaHue 3TOW 3anmMcu BAMAET Ha paboTocnocobHOCTb cucTembl. Mpu
HaXKaTuM Ha KHOMKy «Hasaa» npousonaeTt BO3BPaT K Npegplayliemy wary. Mpu HaxkaTuM Ha KHonKy « OTmeHa» npouecc
YCTaHOBKM byaeT npepBaH, a paboTa ycTaHOBLUMKA byAeT npekpaleHa.

Ecnam no ykasaHHomy IP-aapecy He byaeT HaliaeH cepsep Aapa Core PelweHus, byaet Bo3BpalleHo coobuieHne 06
oLwnbKe (PUCYHOK 8).

(7 Id-Guard X ‘

Server in that ip not found. Check the ip-address

PucyHok 8. YeegomneHue o6 ownbke o6Hapy:keHus aapa cepsepa ld-Guard Core no BBegeHHoMmy IP-agpecy.

Ha cnegytowem ware bygeTt npeanoxKeHo BbibpaTb KOJMYECTBO CEpPBEPOB MPEeAyCTaHOBKM BUAEO (TPEKepoB) B
OKHe Bblbopa KOMMOHEHTOB A4/19 YCTaHOBKM (PucyHoK 9). BHumaHue! Aapo cepsepa Core He OTMEYEHO M He MOXKET BbITb
YCTaHOBJ/IEHO B 3TOM pPEXUME.

Mo ymonyaHuto BbibpaH NyHKT NTP_Client— KNMeHT CMHXpOHM3aumm BpemeHW. Jns KOppPeKTHOM paboTbl Bcero
PeweHns ocTaBbTe 3TOT MPU3HAK M OTMETbTE JOMNOJHUTENIbHO HEOobX0AMMOEe KOJ/IMYEeCTBO TPeKepoB (cepBepos
npenobpaboTku BUAEO).

37 1d-Guard - X

KomMnoHeH T yCTaHaBnmMBaemMoi NporpaMMs!

BeibepuTe komnoHeHTel Id-Guard, KoTopeie Bbl XOTHUTE
YCTEHOBMTb.

BbifepuTe KOMNOHEHTEI NPOrPaMMel, KOTOPLIE Bbl XOTUTE YCTAHOBMTS. HAKMUTE KHOMKY
"YcTaHoBUTE ", 4Tobbl YCTAHOBMTL NporpamMMy.

Onucanue
BeifepuTe KOMNOHEHTEI A
NpOrpaMMbl ANA YCTAHOBKM: NTP Server
NTP_Client

[] Add tracker #01
[] Add tracker 202
[[] Add tracker #03
[[] Add tracker 204

Add tracker #05

TpebyeTca Ha ancke: 2.1 ol

I'E:ﬁi [[] Add tracker 206
M1 e 10 . v

< Hasapg OTtmena

PUCYHOK 9. BbI6Op KOMNOHEHTOB ANA YCTAHOBKU

Mocne nNPUHATMA peleHUs MO YCTAaHAaB/AMBAEMbIM KOMMNOHEHTAM HeOo6X0AMMO Ha)KaTb Ha KHOMKY
«YCTaHOBUTb» A/1A CTapTa Mpouecca YCTAHOBKMW. [py HaxKaTUM Ha KHOMKy «Hasag» npou3oigeT BO3BpaT K CTpaHuLe
«JInueHsnoHHoe cornawenme». Mpu HaxaTMM Ha KHoMKy « OTMeHa» NPoLLecC YCTaHOBKM ByAeT npepBsaH, a ycTaHoBKa byaeT
npekpatieHa.
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3.21.3 YCTAHOBKA C UCMOJ1Ib3OBAHUEM BHELLHEIO CEPBEPA BA3 IAHHbIX

Ecnu BbibpaHa «YCTaHOBKA € UCMO/b30BaHMEM BHelHero cepsepa 6a3 AaHHbIX», TO Ha C/leaylowem Luare
HeobX0AMMO YKa3aTb NapameTpbl NOAK/IOUEHMA K 6ase AaHHbIX Ha BHeLWHeM cepsepe (PucyHokK 10).

(7 1d-Guard — X ‘
| BuiGop cepeepa 6as aaHHbIX
Beibop cepsepa 6as AaHHbIX
ip-address [192.168. 0 .12 |
username [ user ]
password [oene

-aep-2020,cvs

g s

PucyHok 10. MapameTpbl noaKnoueHus K 6ase gaHHbIX Ha BHELWWHEM cepBepe

BHMMAHUE! B pexxmme yCTaHOBKU C MUCNO/Ib30BaHMEM BHeELLIHero cepsepa 6a3bl gaHHbIX 6a3a AaHHbIX He
yCTaHaB/AMBaeTCA M A[AOMKHA 6biTb 3apaHee pa3BepHyTa AAMMHUCTPATOPOM CamocCToATesNbHO. lMpoBepKa

NOAKANIOYEHUA He ocyluecTBaseTca. Ecim npu nepesarpyske nocsie yCTaHOBKM, B MOMEHT 3amnycKa CEepBUCOB
aapa ld-Guard, coeguHeHue c BHeluHel 633011 AaHHbIX He ycTaHOBUTCA, PelneHne 6yaet HepaboTocnoco6Ho.

Mocne BBOAa AaHHbIX O BHELWHeM cepBepe 6a3bl AaHHbIX, HaxXMuTe «[lanee» Ana nepexoa K ciedylollemy Lwary,
«Hasag» ona Bo3Bpata K npeaplaylemy wary nam «OTMeHa» a5 NpekpalleHnsa YCTaHOBKU.

Ha cnegytowem ware He06Xo04MMO BbI6GpaTb KOMMOHEHTbI YCTaHaBAMBaeMOM Nporpammbl (PUcyHoK 11).

(! Id-Guard - X ‘

KomMnoHeH T yCTaHaBs nMBaemMOM NPorpamMmMb

BeibepuTe komMnoHeHTe! Id-Guard, KoTopekie Bbl XOTHTE
YCTaHOBWTb.

BbifepuTe KOMNOHEHTEI NPOrPaMMel, KOTOPLIE Bbl XOTUTE YCTAHOBMTS, HAKMUTE KHOMKY
"¥YcTaHoBuTE ", YToDEI YCTAHOBKMTE NporpamMy.

BoiepuTe KOMNOHEHTBI -
NporpaMMsl AN YCTaHOBKM: NTP_Server
NTP_Client

[[] Add tracker 201
[[] Add tracker #02
[[] Add tracker #03
[[] Add tracker 204
[[] Add tracker #05
[[] Add tracker 206
T e 10 . .

TpebyeTca Ha ancke: 2.8
MoaiT

i-oep-ZUZU,CYSs

<t omen
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PucyHoK 11. Bbi6op KOMMNOHEHTOB ANA YCTAaHOBKMU
Ha ware Bbi6bopa KOMMNOHEHTOB YCTaHOBKM NPeAoCTaBNeHO 417 Bblbopa HECKObKO MYHKTOB:

e Core — cepBepHan YacTb CMCTEMbI, COCTOALLANA M3 OTAE/IbHbIX CEPBMCOB, BK/OYalOWMX B cebsa nHTepdeiic
HacTpolKku CUCTEMBI, aITOPUTMbI PacMo3HaBaHMA, AP0 6asbl AaHHbIX U OTYETbI;

e NTP_Server— cepBep CeTEBOro BpeMeHU. KOMMOHEHT, HeobXoauMbIit A8 CUHXPOHU3aLUMKM BPEMEHU Ha
yCTpoMcTBax 1 cepBepax npenobpaboTkun BUAeo ¢ cepsepom CorepeLleHus.

e AddTracker #xx — npunokeHue, obpabaTbiBatoLLee BUAEOMOTOK C KAMEPbI A/1A PACNO3HABaHWA NNLL

CepBep agpa BbIGpaH MO YMONYAHUIO U He MOXKeT 6biTb MCKAoYeH M3 ycTaHoBKM. NTP-cepsep Takke
peKoMeHAyeTCA OCTaBUTb 419 NOAAEPMHKAHNA €AMHOr0 BPEMEHM Ha BCeX YCTpoicTBax PeweHus. Boibepute Heobxogumoe
KO/IMYECTBO TpeKepos (cepeepoBs npesobpaboTkn BUAEO).

Mocne nNPUHATUA pelleHMA MO YCTaHaB/IMBaeMbiM KOMMOHEHTaM Heo6X0AMMO Ha)KaTb HA KHOMKY
«YCTaHOBUTb» ANA CTapTa NpoLecca YCTaHOBKMU. [py HaXKaTum Ha KHOMKY «Hasaa» npousongeTt Bo3BpaT K wary «Boibopa
cnocoba yctaHOBKMY». Mpu HaxaTMM Ha KHOMKy «OTmeHa» npouecc YCTaHOBKM OyneT npepBaH, a ycTaHOBKa byaeT
npeKkpalieHa.

Mocne BblbOpa KOMMOHEHTOB YCTAHOBKM OyAeT OTKPbITO OKHO «KonupoBaHue ¢ainos», B KoTopom byaet
oTobpaxaTbCca npouecc UHcTannaumMm ¢ainnos, HeobxoAMMbIX ANA paboTbl KomnoHeHToB (PucyHoKk 12). YcTaHoBKa
Cuctembl 6yaet nponsseaeHa B nanky C:\RECFACES.

(7 1d-Guard —

oy KonupoBaHwe gaiinos
'J MogowauTe, MIET KoMMpoBaHue daiinos Id-Guard...

Wsenesenwe: DISTRIB. 7z

PucyHokK 12. YcraHoBKa PewieHus

Ecnv Ha paHHbI cepBep yKe NPOoU3BOAMAACH NOMbITKA YCTAHOBKU MW eCTb ApyrMe paboTalowme KOMMNOHEHTbI
cucTembl, ByaeT nokasaHo coobuieHue 06 ownbKe (PUCyHOK 13) 1 MHCTannsuma byaeT npepsBaHa. [eMHcTananpynTte Bce
paHee ycTaHOB/IEHHbIE KOMMOHEHTbI, MepesarpysuTe cepsep W NOMbITalNTECh BbINOJHUTL YCTAHOBKY elle pas.

(i |d-Guard >

EHWmMaHwue! ¥ Bac ye yraHoBNeH npogykT ldMe, ¥craHoeka
OTMEHAETCH,

PucyHOK 13. OwmnbKa npu ycTaHOBKe
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Ecnm Ha ycTpoWMCcTBE BKAKOYEH KOHTPOJIb YYETHbIN 3anucel, B Xo4e YCTaHOBKM MOXKET NosBUTbCA «OnoBelLeHne
BesonacHoctn Windows» ans paspelueHus goctyna (PucyHok 14).

ﬂ Oneeewerne bezonacHoctn Windows X

bpanamay3p 3awwmTtHuka Windows 3abnokvposan HekoTopble

IZ_T_]}f'HKLLI"II"'I 3TOrO NpUACXKEHWA

BpaHaMaysp 3awmTHUKE Windows 336nokMpoBan HeKoTopele dyHKLMM epmd Bo BCeX
0BLLECTEEHHBIX M YBCTHEIX CETAX.

@ " m
WznaTtens: HeuwssecTHo

MyTe: Cryecfaces\aux_app'ervierlibiniepmd. exe

PﬁBDELIJHTb EDITId CBASb B 3THX CETAX:
[[]4acTHele ceT, HaMPHMED, AOMAILHAR HAM paBodan ceTb

OfILecTBEHHEIE CETH, HAMPHMED B 33PONopTaX M Kade (He peKoMeHAYeTCR, 1
TaK Kak TaKWe CETH 334aCT YO 3allMWLEHEl HEADCTATOYHD MK HE 3alUMLLEHE] BDBCE)

Y7o MoMET CAYHWMTHCA, ECNK DA3DEWNTE BBGHMD_QEIHCTBHE C MDHNOHEHWEM HYEDES EDaHﬂ.Ma‘rﬁD?

PaspewwTs gocTyn OTmMeHa

PucyHoK 14. OKHO noATBep KAeHUA paspelleHusa focTyna

HeobX0AMMO HaKaTb Ha KHOMKY «Pa3pewwnTb fOCTyN» ANA NPOAOMKEHMA NMPOLECca YCTaHOBKM. Mpu HaxaTum Ha
KHOMKy «OTMeHa» o4epesHOMY KOMMOHeHTy CUcTeMbl He ByAeT NpeAoCcTaBneHo Heobxoanmoe ans paboTbl paspelleHme.
YcTaHOBKa byAeT 3aBeplueHa ycnewHo, ogHako Cuctema byaer YacTMYHO HepaboTocnocobHa.

Mo OKOHYaHMM NpoLLecCca OTKPOETCA OKHO 3aBepLleHUs paboTbl MacTepa YCTaHOBKK (PUCYHOK 15).
(7 |d-Guard g

3aBepuieHue paboTbl macTepa
yctaHoBku Id-Guard

[na 3aBepleHna YCTaHoBKKM TpebyeTca nepesarpysuTs
MK. MpoussecTH nepesarpysky ceidac?

(®:ia, nepesarpysuTh ceityac

Y - O HeT, 8 nepesarpyxy MK nozxe

< Hasan loToBO OTMeHa

PucyHok 15. 3aBepLueHue ycTaHOBKU

[Na KoppeKTHOM paboTbl yCTaHOB/EHHbIX KOMNOHEHTOB C1UCTeMbl HEOBXOAMMO Nepesarpy3nTb YCTPOMCTBO, ANS
3TOro, He MeHsAA OTMeTKy «[la, mepesarpy3uTb ceiyac» Ha CTpaHuue, HeobXOAMMO HasKaTb Ha KHOMKYy «[0TOBOY.
YCTpoWcTBO 6yAeT BbIKAOYEHO, W MNOCAEe BK/AOYEHWA MOMKHO 6yaeT npucTynaTb K cnegylolemy MYyHKTY AaHHOMo
pykosoacTsa. Mpu Bbibope OTMETKM «HeT, A nepesarpy»y Nos)e» Ha CTpaHuue ANA KOppeKTHOM paboTbl noTpebyetca
CaMOCTOATE/IbHO NeperpysnTb YCTPOMCTBO Nepes HayaoM HacTPolKK CucTembl.
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3.2.2 YCTAHOBKA HA OC LINUX

3.2.2.1 NPEAYCTAHOBJIEHHbIE NPUTOXKEHUA

DOCKER

Heobxoaumo ybeamutbcs B HaMuum B cucTeme npeaycraHosneHHoro Docker:

docker -version

Ecnun Docker He ycTaHOBNEH, UCNONL3YITE CAEAYIOLLYHO KOMaHAY AR YCTaHOBKM:

e Ubuntu:

apt update

apt install apt-transport-https ca-certificates curl software-properties-common

-fsSL https://download.docker.com/linux/ubuntu/gpg | sudo apt-key add -
add-apt-repository "deb [arch=amd64] https://download.docker.com/linux/ubuntu focal st

apt-cache policy docker-ce
sudo apt install docker-ce

e  Astra Linux:

sudo apt install docker.io

Id-Guard@recfaces.ru — TexHuueckas nogaep:KKa No NPOAYKTY 14
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RSYSLOG

Heobxoaumo ybeautbes B HaMuMK B cUCTeme NpeaycTaHoBneHHoro Rsyslog:

rsyslogd -v

Ecnvm Rsyslog He ycTaHOBAEH, MCMO/Ib3YIMTE CeAYOLY0 KOMaHAY ANA YCTaHOBKM:

e Ubuntu / Astra Linux:

apt install rsyslog
sudo systemctl start rsyslog

sudo systemctl enable rsyslog
sudo systemctl status rsyslog

YCTAHOBKA ID-GUARD

CHayana HeobXxoAMMO YCTaHOBUTb pa3pelleHMe Ha 3anyck ycTaHoBOYHoro daina (HasBaHue daina moxkeT
MEHATbLCA B 3aBUCMMOCTU OT Bepcun CUcTembl):

chmod +x ./Id-Guard.run

[anee, ana 3anycka yctaHoBKM Cuctemsbl 3anyctute ¢ain «ld-Guard.run» c npaBamu cynepnosib3oBaTens:

sudo ./Id-Guard.run

Ha aKkpaHe noABUTCA TEKCT IML,EH3UOHHOrO cornallenns (PUcyHoK 16).

eement |

| License

NWUEH3WOHHOE COMMAWEHWE C KOHEYHBIM MONB30BATENEM (EULA)

BHUMAHWE : TOXMANYICTA, MPOMTMTE 3TOT AOKYMEHT MEPEQ YCTAHOBKOA JWLEH3MOHHOTO MPOrPAMMHOTO OBECMEYEHWA.

HacToAwee NMUEHIMOHHOE COrNaWEHWE C KOHEYHBM Monb3oBaTenem (ganee no Tekcty - CornaweHue) Ha MCNONL30BaHME MPOTPAMMHLIX
npogyktee Id-Guard, npegocTaenenssx 0ByecTEOM C orpadM4eHHoil oTeeTcTBenHocTew «Pek®siicucy, Poccua, Mockea (3gece u panee
Npasoobnagatens), npowzsogutenem lporpammHoro ofecnevenma Id-Guard v Bnagensuem BCeX Npas Ha 3TO nporpammHoe obecnevedwe,
ABNAGTCA WpWOMHecKW 0DA3aTenbHbM COrnaweHuem, 3aknwqaemsiv mexgy [lpasoobnagatenem u Bamu, KoOHe4HbM Monb3oBaTENEM.

NPUHAMAA YCNOBWMA MULEH3WOHHOTO COMMAWEHWA MYTEM HAXATWA HA COOTBETCTBYHIYH KHOMKY HUKE WM MYTEM 3ATPY3KW, WHCTANNALWK,
AKTUBALIMKM WKW MCNONB30BAHWA MPOrPAMMHOIO OBECMEYEHWA, Bbl MOATBEPXAAETE, YTO MPOYMTANM HACTOAWLIEE COrMAWNEHWE, NOHAMW ETO
COLEPXAHWE W OBA3YETECH BLIMONHATbL ErC0 YCNOBWA.

B CNYYAE HANWHMA NWLEH3WOHHOTO ANOrOBOPA WKW MOLOBHOIO AOKYMEHTA, YCNOBMA WCMOMb30BAHWA MO, W3NOKEHHLIEE B TAKOM [JOrOBOPE,
ABNANTCA NPEBANMPYHWMMA HAL YCNOBMAMM HACTOSWETO NWUEH3WOHHOIO COrNAWEHWA.

Ecnn Bol He cornacHul ¢ nwobbiM M3 NpUBEfeHHBIX HMXe ycnosuii, ObwecTeBo C OrpaHM4eHHOW OTBETCTBEHHOCTHW «Pexk®slcuc» He cMoxeT
NpefocTaEUTe BaM NMUEH3MK Ha ucnonb3oBadHue [porpammHoro obecnedennsA Id-Guard; HaxmuTe Ha kHonky "I Disagree™ (A He cornaced)
uwnu "Cancel” (OTMEHMTB) ANA BLIXOAa M3 NPOrPaMMbl YCTAHOBKM.

1. OnpegeneHuA

1.1. MO - nporpamMmHoe obecne4YeHWe, CONPOBOAMTENEBHLHIE MaTepuans, oOHOBNEeHWA, onucaHHele B PykoeoacTee [lonk3oBaTena,
Npaeoobnagatenem koTopeix AenAeTcA 000 «Pexk®sicucn.

1.2. MpaeoobnagaTens (obnagaTens MCckNMMTensHoro npasa Ha [10) - 000 «Pek®sicucy .

1.3. KomnbwTep(n) - onNepauMoHHaA CMCTEMa, BUPTYanbHas mawuHa wnu obopyposBaHwe, anA paboTe Ha KOTOpoM npegHasHadveHo M0, Ha
KoTopoe ycTaHaenueaeTcA 0 u/unm Ha KoTopom ucnone3yetcA MO.

1.4. Monw3oeaTens (Buw) - dM3Myeckoe nMUO, KOTOpOe yCTaHaBaAMBaeT W/MnM ucnonb3yeT M0 OT CBOEro NMUa WM NPaBOMEPHD BhafeeT
konuei M0. Ecnu N0 Bwno 2arpyxeHo unu npuobpeTeHo OT MMEeHU KPMAMYEeCKOro Auua, To nog TepMmuHoMm lonbzoeatens (Bu) panee
nogpasyMeBaeTCA WPWOMHECKOe Nuue, AnA koToporo M0 Gwno 3arpyxeHo wnu npuobpeTeHo M KOTOpOe MOpYHWMNo OTAentHoMy GUM3MYecKomy
NULY NPUHATBL [aHHOe COrnalleHue OT CBOEro fvua.

1.5. MapTHepel - OpraHWM3aluW, ocywecTEnNAwuMe pacnpocTpadHeHue M0 Ha ocHoBawuu porosBopa c [paBoobnapaTenem.

1.6. OBHoBneHnne(-A) - yNy-WeHWA, WCNPABNEHWA, pacuMpeHWA W/unu moawduxauum M0.

1.7. Pacumpenuna N0 - QONONHMTENLHbIE MPOrpPaMMHLIE KOMMOHEHTHl M MpOrpaMMHbie pelleHWA, npefocTaBnAemsie lpasoobnagaTenem,
pacumpAluMe ¢yHKLUMOHanbHOCTE 10, KOTophie MOryT MCNonb20BaThLCA Kak BmecTe ¢ [0, Tak M HezaBMCMMO OT Hero, M ANA MCMNONb30BaHWA
KOTOPLX MoXeT noTpeboBaTecA npuobpeTeHMe OTHENBHOW MHMUEHIMU WM paclMpeHWe OeWCTEYWWeH nuueH3Mu. Pacumpenua M0 moryT
NpefoCcTaBNATLCA Kak Ha Oe3Bo3Me3OHOW OCHOBe, Tak W Ha nnatHod. C Gonee mogpobuoil mupopmaumei Bol MoxeTe O3HaKOMMTBECA Nepeq
nony4eHMeM TakuMX pacCUWMpPEeHHN.

1.8. PykoeoacTeo [lonb20BaTenAd - CONPOBOAMTENBHLBIE MEYaTHLIE W WHble MaTepwans, PykosoacTeo [onb3osatensa, PykoeBoacTEo
AnMMHMCTpaTOpa, CNpaBoYHMK, Qain CNpaBKWM M @HaNOTMYHLIE MM MEeYaTHBIE W SNEeKTPOHHbIe AOKyMeHTol, [paBoobnajaTeneM KOTOpPLIX ABNAETCA
000 «Pek®3fcucn.

<I Disagree>

PucyHoK 16. JIuleH3aMOHHOE cornaweHue

[na noateep:aeHna cornacua ¢ JIMLEH3NOHHbIM corialleHmem Heobxoammo BbibpaThb «| Agree». Mpwu Bbibope «|
Disagree» npouecc yCTaHOBKM byaeT npepBaH.

Cuctema yctaHasnmBaeTca B KaTanor fopt/recfaces.
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B npouecce ycTaHOBKM MOABUTCA OKHO A4 BblbOpa KO/MYECTBA YCTAaHABAMBAEMbIX TPEKEpPOB, KOTopble
HeobxoaMMbl Ansa 06paboTKM BMAEONOTOKA C Kamep A1 pacno3HasaHmaA auu, (PUcyHok 17).

I Choose Components I

Tracker. Up to 3 cameras connection per tracker.

tracker
tracker
Tracker
Tracker
Tracker

Tracker
Tracker
Tracker
Tracker
Tracker

[ I = I I TR W R R WE Iy L o

[=~]

<0k > <0TMeHa>

PucyHoK 17. YcTaHOBKa TpeKepa(-oB)

MpumeyaHue: oauH pobasnsemblii Tpekep nossonser o6paboTaTb NOTOK ¢ 3-x Kamep. Ecnn nossonser
Npon3BOAUTENBHOCTb CepBepa, BO3MOXKHO MOCTaBUTb HECKOJ/IbKO TPEKepOoB, HapacTUB KOANYecTBo Kamep. Anas
OL,eHKM AONYCTUMOrO KOIMYECTBa Kamep U TPEKepoB Ha cepBepe creayeT pyKoBoACTBOBaTbeA Tabanuei 1.

OTmeTbTe HEOBXOAMMOE KONMYECTBO TPEKEPOB MPM MOMOLWM CTPENOK «BBEPX/BHM3» M npobena. BoibpaHHble
TpeKepbl NOMeYaloTcA CMMBOIOM *. 1N NpoAo/iKeHUa YCTaHOBKM BbibepuTe «Ok». Mpu BbibOpe KHOMKM «OTMeHa»
NpoLecc YCTaHOBKM ByaeT npepBaH.

3aTem [oXKAMTECH 3aBEPLUEHNA NMPOL,ECCa YCTAHOBKM KOMMOHEHTOB CUCTEMBbI. 10 OKOHYaHUM YCTAaHOBKM MNOSABUTCA
coobuieHue «Installation complete» (PucyHok 18).

PucyHokK 18. OKOH4YaHue yCTaHOBKU

MpoBepuTb CTaTyCbl CEPBUCOB MOKHO NP MOMOLLM KOMAHAbI:

Mpumep oTobparkeHMs CNUCKa CTaTyCOB CEPBUCOB:

PucyHok 19. CraTtycbl cepBucos

3.3 NEPBbIA 3ANYCK U AKTUBALMA NIULLEH3UMU
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[na Hayana paboTbl cepBepHOit YacT CUcTeMbl HEOBXO4MMO aKTUBMPOBATb INLLEH3MIO.

[nA aKkTMBauMM nMueHsMn notpebyetcs AOCTYN K NaHenu HacTpoeKk cepBepHoi uyactu Cuctembl u Gpaysep,
YA,0BNETBOPAIOLLMIA CNeAyOWMM YCAOBUAM:

e Google Chrome Bepcun 80 unu Bblle;
e  OperaBepcun 64 nau Bolwe;
e Mozilla Bepcun 74 nnu Boiwe.

3.4 3ANYCK CUCTEMbI

MpunoxeHune Id-Guard 3anyckaeTtcs Haxatmem Ha apablk Id-Guard.exe B nanke «C:\RECFACES\CLIENT» nau Ha
pabouem ctone MK (PUCyHOK ).

|d-Guard

PucyHoK 20. MKoHKa Ha pabouem cTtone

MpY OTKPLITUM NPUNOXKEHUA aBTOMATUYECKM 3aMnycKaeTca bpaysep, B KOTOPOM OTKPOeTca cTpaHuua Cuctemsl.
TaKKe MOXKHO CaMOCTOATE/IbHO OTKPbITb Bpay3ep 1 B agpecHoin cTpoke BBecTn agpec Cuctembl guard.recfaces.com.

Mpy nepBom OTKPbITUM CUCTEMbI HEOBXOAMMO MPOWTU aBTOpM3aumio. A STOro BBeAUTE JIOTUH W Maposb
AOMUHUCTpaTOpa:

e JlornH — example;
e [laponb—1111.

Mocne Yero HaxkMuUTe Ha KHOMKY «BOMTU» MM Ha Knasuwy «Enter» Ha KnasuaType (PUCYHOK ).

Login *
example

PucyHok 21. OkHo BBOAA

B cnyyae BBOAa OWIMBOYHBIX AaHHbIX MOABUTCA coobLyeHme 06 owmnbKe (PUCYHOK ).

Id-Guard@recfaces.ru — TexHuueckas nogaep:KKa No NPOAYKTY 17



mailto:Id-Guard@recfaces.ru
http://www.recfaces.ru/

Pekdeiicunc/ld-Guard/PykoBoacTBo no 6bICTPOM yCTaHOBKe www.recfaces.ru

Login*
example

Password *

Wrong login or password

PucyHoK 22. CoobLieHne 0 HeBepHOM JIOTMHE UK napone

B aTom cnyyae AAMUHUCTPATOPY HEOBXOAMMO YA0CTOBEPUTLCA B KOPPEKTHOCTM BBOAMMbIX AAHHbIX M MOBTOPUTD
aBTOpM3aLMIO

B cniyuae ycnelwHoli aBTopusaum oTobpasmTca OKHO C Npea/iosKeHneM U3MEHUTb Naposib B Lensx 6e3onacHocTy
(PrucyHoK ).

Hosbiit naponb *

MNoareepxaeHne napons *

HameHuT

PucyHok 23. UameHeHue napona

Mocne cmeHbl Napona oTobpasuTca cooblyeHme, YTo Napoib 3meHeH (PUCYHOK 16).

MNaponk ycnewHxo u3aMeHeH B %

PucyHoK 16. Maponb ycnewHo usmeHeH

Id-Guard@recfaces.ru — TexHuueckas nogaep:KKa No NPOAYKTY 18



mailto:Id-Guard@recfaces.ru
http://www.recfaces.ru/

Pekdeitcuc/Id-Guard/PykoBoacTBo No HbICTPOM yCTaHOBKE www.recfaces.ru

[anee, nocne nsmeHeHUn Naposs 0TOO6PA3UTCA OKHO C COODLLEHMEM O TOM, YTO BUOMETPUYECKUA GyHKLMOHAN
Cuctembl 3a610KkMpoBaH (PUcyHok 17).

BstonmeTpHYecMil fyHKLMOHAN CHCTEME! 330M0MMPOEaH

oK

PucyHoK 17. CoobuieHune o HeaoCTynHOCTM 6MomeTpuyeckoro pyHKLMOHaNa

[nA 3aKpbITUA YBEAOMAEHUA HAXKMMTE Ha KHoMKy «OK» nan Ha aob6oe ceobogHoe mecTo.

[Ons KoppeKTHOM paboTbl HeoBXoaMMa ANLEH3NA. [JeNcTBUA No AnLeH3npoBaHUio CUCTeMbl ONMCaHbI B pasgene
«AKTUBaUMA NMLEH3MMU». ONa aKTMBALMMU JIMLEH3UN HEOBXOAMMO HaXKaTb Ha CCbIKY «BMOMETpMYEecKUin dyHKUMOHaN
cucTeMbl 3ab610KMPOBaH» B NPaBOM BEPXHEM Yry 3KpaHa (PucyHok 18).

G) EvomeTpudeckuil yHKUWOHAN cHCTEMBbI 3aBnoKMpoBaH

PucyHoK 18. Cucrema 3abnoKkuposaHa. TpebyeTtca anueH3us

OTKpoeTcA HOBOE OKHO ¢ 0buiel nHpopmaumein o Cucteme (PucyHok 19).

Id-Guard

BUOMETPUHECKMI KOHCTPYKTOP ANsl Baluero 6usHeca

ANA HAMUCAHUA NOKYMEHTALUU WH®OPMALUA O CUCTEME

PUCyHOK 19. JInuHbIit KabuHet KnneHta (MHPopmauusa o Cucteme)

3.4.1 AKTUBAUMUA NTULEH3UA

[nsa o3HakomneHua c CucTemoit NpesycMoTpeH Aemo 40CTyn. na noayyeHna gocTyna K BosmoxkHoctam |d-Guard
B AEMOHCTPaLMOHHOM perkume Cuctemy HeobXo4MMO 3aperncTprMpoBaThb.
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AkTMBaUMA CUCTEMbI MOXKET NpousBoguTbea Asyma cnocobamm: ONLINE n OFFLINE ¢ 3arpy3Koi anMueH3MoHHOro
KAto4a.

BHumaHue! J/InueHsMpoBaHue Npou3BOAUTCA A8 KOHKPETHOrO cepBepa, Ha KOTopbiii 6bl10 NoCTaBAEHO A4p0
n Cuctembl. 3anyck sgpa Ha pApyrom cepBepe 6e3 nepeBbiNycka /MLEH3UM HEBO3MOXeH.B cayuae

nepenmeHoBaHua Cepeepa uAM M3MeHeHUA MMeHM XocTa Cuctema TaKKe npeKpatut pabortatb, Ana
BOCCTAHOB/1IeHUA ee paboTocnoco6HOCTU 06paTUTECH B CNYXKOY TEXHUUYECKOWU NOAAEPIKKU.

3.4.1.1 OEMOHCTPALIMOHHbIN AOCTYN

[na nonyyeHnn AeMOHCTPALMOHHOIo A0CTyna HeobxoaMMo Mcnob3oBath Internet.

Ha cTpaHuue c nndopmaumeli o Cucteme nepengute no ccobiike « OHNalH pernctpaumsa» (PUCYHOK ).

WHOOPMALIMA O CHCTEME

PucyHok 28. Mudpopmauma o cucteme (OHNaiiH peructpaums)

OTKpoeTcA cTpaHuua «Pernctpauma» (PUCYHOK ). [Ins Hayana HEOBXOAMMO KNMKHYTL Mo 061acTu «Moay4nTh 4EMO
OOCTYN» ANA OTKPbITUA aHKeTbI. [lanee Hy»KHO 3ano/IHUTL 06A3aTe/IbHble NO/A aHKeTbI:

e  KpaTKoe HaumMeHOBaHWEe KOMMaHUM;

e  KOHTaKTHOE Nuuo;

e E-mail (3nekTpoHHan nouta);

e TenedoH (Homep TenedoHa KOHTAKTHOrO MLA).

Mocne Yero He06X0AMMO 03HAKOMMUTLCA C MNOIb30BATE/IbCKUM COT/IaLleHneM, NOCTaBUTL OTMETKY «oaTBep:KAato
Nno/ib30BaTe/IbCKOE COrNalleHne» B cenektTope Bbibopa (Yekbokce).

Buenure cepuinsil nomep

PucyHok 29. NonyyeHue gemo-gocrtyna
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MNocne 3anonHeHUA aHKeTbl U BHECEHMA OTMETKM O COrnacuu C NoNb30BaTE/IbCKMM COrnalleHMem MnosaBUTCA
BO3MOXHOCTb Ha*aTb Ha KHOMKY «I'Ionqub» Aana nonyvyeHnAa IMUEeH3NOHHOIo Knk4ya.

Ha ocHOBaHWM yKa3aHHON MHOPMaLMM ByAeT NoNyYeH NULEH3UOHHDBIN KAHOY, KOTOPbLIN CUCTEMA Cama YKaXKeT B
none «CepuitHblii Homep» (PUCYHOK ). [115 aKTUBALMUM CEPUMHOrO HOMEPA HAXKMMUTE Ha KHOMKY «3aperncTpupoBaTby.

PucyHoK 30. Online peructpaumsa aemo-aocryna

Mocne 3TOro Ha CTPaHULE JIMYHOTO KabuHeTa KAMEHTA aBTOMATMYECKM OBHOBMTCA MHPOpMauua B pasgene
«NHpopmaumsa o Cucteme» (PUCYHOK ), rae byayT ykasaHbl:

o  CepuitHbli HOMep;
o  WNaeHTndUKaTop obopyaoBaHuUS;
e  [laTa OKOHYaHMA TPUAIbHOIO Nepuoaa.

EXAMPLE WHOOPMALIMA O CUCTEME

PucyHok 31. UHpopmauua o Cucteme

3.4.1.2 ONLINE PETUCTPALIUA

Ona npoxoxkaeHus Online pernctpaunm HeobxoaMMo MCNoNb30BaTh Internet.

Id-Guard@recfaces.ru — TexHuueckas nogaep:KKa No NPOAYKTY 21



mailto:Id-Guard@recfaces.ru
http://www.recfaces.ru/

Pekdeitcuc/Id-Guard/PykoBoacTBo No HbICTPOM yCTaHOBKE www.recfaces.ru

Ha cTtpaHuue ¢ nHbopmaumeit o Cucteme nepeanTe no ccbike «OHMAMH pernctpauma» (PUcyHoK ).

OTKpoeTcA cTpaHuua «Pernctpauma» (PUCYHOK ). YKaxkute nosyyeHHbIl cepuiiHbii Homep B none «CepuiiHbli
Homep». 1A aKTMBaUMKN INLEH3MN N0 CEPUMNHOMY HOMEPY HaXKMUTE Ha KHOMKY «3aperncTpmpoBaTtby.

BBeuTe Cepuinbii HoMeD

TonyauTs gemo gocryn

PucyHokK 32. OKHO peructpauum

Mocne 3TOro Ha CTpaHuLEe JMYHOTO KabuHeTa KaneHTa obHoBUTCA MHbOpmauua B pasgene «MHbopmaums o
Cucteme» (PUCYHOK ) 1 ByayT yKasaHbl:

o  CepuitHbli HOMep;
o  UNaeHTnduKatop obopyaoBaHuA.

EXAMPLE WHOOPMALIMA O CHCTEME

PucyHoK 33. CoobwieHue 06 ycneluHoii peructpaumm

CvcTema 3apermcTpupoBaHa 1 rotosa K HacTpoiKe.
3.4.1.3 OFFLINE PETUCTPALUA

Ona npoxoxkaeHus Offline pernctpaumm He TpebyeTtca ucnonb3osaTb Internet.

Ha ctpannue c wuHpopmaumen o Cucteme (PucyHok ) Heobxoaumo cKonuposaTb «MaeHTUdMKaTOp
obopyaosaHua» (hwKey) 1 BbicnaTb B agpec npeactasuTens Pekdpelicuc ona noayyeHns AMULEH3MOHHOIO Knkova. Takke
MOXHO0 0bpaTuTbCA B agpec Cny»kba TeXHUYECKOM NoAAePKKN.

B oTtBeT Bam byadeT BbicnaH ¢ann ¢ pacwmpeHnem *.key. [aHHbl paiin HeobxoaMMO 3arpy3uTb Ha TOW Ke
CTpaHuue c uHdopmaumel o Cnucteme (PUCYHOK ).
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[ns Bbibopa daitna Ha HocUTeNe HAXKMUTE Ha «3arpy3uTb JIMLEH3UOHHDIN K/OY» U BbIbepUTe NPUCNaHHBIN daitn.
B cnyyae 3arpysku KoOppekTHoro daina C AUMLEH3UMOHHbIM Kaodom Cuctema coobuwmt, 4yto CucTema ycnewHo
3apermcTpmMposaHa.

Mocne 3Toro Ha CTpaHWLE AMYHOTO KabuHeTa KaveHTa obHOBUTCA MHPOpmauma B pasgene WHbopmauums o
Cucteme 1 ByayT yKasaHbl:

e CepwitHblil HOMEp;
e UaeHTndumKaTop obopyaoBaHums.

3.5 PEKOMEHAOALMM NO YCTAHOBKE MO HA MOBW/bHbLIE
YCTPOUCTBA

Ons o3HaKomieHMA C peKkomeHgaumamm no yctaHoBke O Ha MobuabHble ycTpoWcTBa oObpalwanTech K
PykoBoacTBy nonb3oBaTena mobunbHoro npunoxeuua ld-Guard Mobile (ld-Guard Mobile APP Operator Guide
V2.15.318 RU).
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A ABAPUMHBIE CUTYALUU

Cuctema obecneynBaeT KOPPEKTHYIO 06paboTKy aBapUitHbIX CUTyaLmid, BbI3BaHHbIX HEBEPHbIMM AeUCTBUAMMU
afMUHUCTPaTOPa, HeBEPHbIM GOPMATOM WAN HEAONYCTUMbBIMU 3HAYEHUAMM BXOAHbIX AAHHbIX. B yKazaHHbIX caydasx
AAMMHUCTPATOPY AO/MKHbI Bbl4AaBATbCA COOTBETCTBYIOLLME aBapUitHble COObLLEHMA, NOC/Ie Yero BO3BpaLLaThea B pabouee
COCTOAIHME, NPeALecTBOBaBLIEe HEBEPHOMN (HEAONYCTUMOM) KOMaHAE MW HEKOPPEKTHOMY BBOAY AaHHbIX. ABapuitHble
CUTYaLMM MOTYT BO3HUKATb KaK M3-3a OWMBOK B NPOrpammHbIX MPOAYKTAX, TaK U U3-3a HENPABWU/IbHON HACTPOWKM.

Mpu3Hakamu aBapuUMHOM CUTYaLLMK ABNAIOTCA:

OTcyTcTBME Ha 3KpaHe HeobX0AMMOWN CTPaHWLLbI;
OKHa € cOObLEHNAMM O HELUTAaTHOWN CUTyaLMK;
OKHa C HeYnTaeMbIMmn COO6LLI,€HVIFIMVI Ha aHTANNCKOM A3blKe,

A wnhe

CoobueHne 06 oTCyTCTBMM NPaB Ha AEUCTBUA.
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5 CNYXXBA TEXHUYECKOM NOAAEPKKMU

Ecav npu akcnayataummn CUCTEMbI Y Bac BO3HUK/IM LLOMOIHUTE IbHbIE BOMPOCHI UM Y BacC nossuaack npobaema, Bbl
MorKeTe 06paTUTbCA B MUCbMEHHON Gopme B CAyKOy TEXHUYECKOM noaaepKKu. [ns 3Toro HeobxogumMo HakaTb Ha
Haanucb «Cnyxba noafepPKKN» B HAMKHEN NPaBol YacTh aKpaHa (PucyHok 20) 1 oTnpaBuTbL NMCbMO No email.

TexHWUBCKER NOAOSEMKE

"

PucyHoK 20. Cnyxk6a noanepKku

TaK)Ke MOXKHO 03HaKOMMUTbCA C AOCTYNHOM MHpopMaLmeit Ha caiTe www.recfaces.ru.

BHUMAHMUE! Onsa 6biCTPOro M KOPPEKTHOrO OTBETA NPOCbba B NUCbME YKa3blBaTb HOMEpP BEpCUU, HaxoaALLencs
B OKHe, Hdpopmauua o Cucteme (PucyHok 21).

MH®OPMALIUA O CUCTEME

PucyHok 21. Homep Bepcumn
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